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Abstract

“The Internet of Things” is an extensive network of intelligent objects that has a large number of objects
connected to the Internet. One of the applications of the IOT network is in smart cities. In smart cities,
all parts of the city, such as the transportation system, electricity network, health network, etc., are
interconnected with IOT support. One of the critical challenges of the IOT network is the occurrence of
attacks against this network, which causes the network services to be disrupted. Intrusion detection
systems are used to detect attacks on the IOT. The role of an IoT network intrusion detection system is
to analyze the network traffic, detect abnormal traffic, and send necessary warning to the firewall. One
of the methods of detecting attacks on the IOT and smart cities is to use machine learning methods such
as support vector machines(SVM). One method to reduce the error of the support vector machine in
detecting attacks on the IOT network and the smart city is to use feature selection methods and optimize
its parameters. By selecting the feature and optimizing the parameters of the support vector machine,
the attack detection error will be reduced. In this article, an intrusion detection method with an artificial
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neural network and a swordfish optimization algorithm is presented to detect attacks on the smart city.
The proposed method includes three different phases: data set balancing with game theory and GAN
network, feature selection with Sailfish Optimizer algorithm, and optimization of SVM parameters with
Archimedes optimization algorithm (AOA) algorithm. The role of a multilayer neural network in the
proposed method of evaluating feature vectors and the role of the support vector machine is to classify
network traffic into two categories: attack and normal. The evaluation and tests performed in MATLAB
software and on the NSL-KDD data set show that the accuracy, sensitivity, and precision of the
proposed method are 99.12%, 98.92%, and 98.96%, respectively, and the support vector machine with
Gaussian kernel seems to be more accurate. The results of the experiments showed that the proposed
method is more accurate than meta-heuristic algorithms, such as gray wolf optimization and genetic
algorithms in detecting attacks on the smart city.

Keywords: Internet of Things, Smart Cities, Intrusion Detection System, Machine Learning, Sailfish
Optimizer Algorithm, Feature Selection.
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(Figure-1):Increasing the number of smart objects between 2019 and 2030[16]
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(Figure-5): The role of machine learning and deep learning
methods for Internet of Things traffic analysis[21]
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generating synthetic samples for the balancing of the
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! Generative adversarial network (GAN)

AOA (5 Sll 3 52,50 b SVM (sl ol by (5l @

sla Shy wlel p olaiy Jlop pdle S0k o
sl PN

OMos (i gl ol P9y L9zl H(A-JS)

(Figure-8): Framework of the proposed method for detecting attacks

SOl 09y w9 - Y-Y

Doz areis gl (A) IS s ol ) 2oz ez

ol iz a4 ol Jolpe 5 casloads ooy ioles

$39)9 Olpedr 4l S8l 5l slasgaza lanl )5 ()
g oo 4385 Jla3 13 ooldacgasns g

GAN (g, 5 55 5595 51 oolial b 4 K315 (¥
e o (6 5lw Jolaie

g B39 oo ilaley 5 (Blo ot a5l S5 (7
2,5 odlitid (55655h 5 (igel sl of sladiged 5 Sl

S 5 oS S5 sla iy 5 (s o S (F
yae S plpedr (Shy lop (nl g ead adS
RIS SRR VS PO |

Pf 2l ¥ oLl 1FF Jlo


http://dx.doi.org/10.61882/jsdp.22.2.43
http://jsdp.rcisp.ac.ir/article-1-1378-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-06-20 ]

[ DOI: 10.61882/jsdp.22.2.43 ]

;
3
i
y
3
3
9
]
g
H
%

,gb‘

kSL““.“}? u‘s."_;o ‘) > G@Loo)‘ 9 V.S)f).lm)o Ao L
b 13 8l sl ol alen) 19,5 o Al
(P BB AT e )0 g AiS e ales ool G
) o035 Ble G 105 (035 ) (Ble Ko 0 e
L eipesdl ool S8, aams 13 K 5 ales 590
2,5 odnlie (V) IS5 50 ole oo

L]

wilwion 48

NIy 8 5w Caow a3 oyl Bloo I dlos (Ve JST)
(Figure-10): Sawfish attack towards sardines [15]

Bl b (o)l So (g slon o bt cnl 5o
5 Bl Ty slayloy Curexr hal (B)b i g ool
oanlice w0l ol o e polle Ko aal
5 05,5 )18 ol oleo,l Caws 3l lacps le a5 54 oo
w0 plowl Iy (SLSTL (gl oz 5w (255
Ol b desb Cos 4y ) ooleo )| de> Lilie jo
3hosliial cle el (e (s929ier (29 (o)
il gt Sy S o ealeo )l o )5l

oyl slacl & jsoas Shg o golaws laml o
Gl oyl S Gl oaleo)l (g5l
5 Ol Bl (rezatus 5 (o295 L8, » (e
S olor Selrnl jo g ead ad )5k s bains e
dlooyl w98l i e sasmscylis FLFL . Fl ol
2P e Gl The ol pln kool o g cel
sjlo 5l adsl Comex SO g5 oo sl o0l gazo
5 2lol plyieas Cool Sy g jao gl e & (S
i () 5 (V) glaadal) o a5 285 L5 5o (po)le
iCawloads ools ioles (1)l g (oloo )l sl ls

SF =

SFi1 SFi, ..  SF
SF,, SF,, - SFy 1 M)

SFm,l SFm,Z SFm,k

3 Sy slayle g 5l adgl Come SF akayl) ol yo
shls byl 5l S, 4 ol m slows 4 5 ploo,l g5
e 5l Sy slaylop 55 (V) dlaly jo el Sy k

Pf 2l ¥ okl 1FF Jlo

Sx5obk p (e D)l e 550k Joe S GAN
Iy *8lg loosls a4y anls e gloools a5 conl Gaes
G0 Jilas 10 (G go) (omas AL SO polo,l 3 L
sosls udg Baa L G oS o adgs (D S pled)
5O Ogdca ool hjgal adly slacols acs e
4 oadoll glosls asyl o sl D &S Jb>
Syl a4 o 00ld ybg0l 3l e &8ly ;0 G dlws
(VIS 08 oo 0L aleas g, 4D 5 G (0
[ED 3G 5,50k bg5u 5 a2 o0 yLid |, GAN jLsLu
olar g oy SO G aS Jloj ol s so sl
gl oo ddgs Wools S oo 8L 0 (695,9 laicas |,

D Ly 8ly g oadady slaosls a5 LK
esia 1y ol pepler b aly 0pS e 18
Ol ol g asS oo B,y axs pl Gl D 3 G LS o
Al 4 G dae N Ole 4 S )0
Hlg 1y cadadg seosls D as” el Jlezxl asle,
Jleiz! a5 sl (I D Gow a5 Jb (o 1S co Gyt
Ot & e Olgiea |y cadadss slaosls anseis
ol @lp ) GAN Gaa a6 (V) Aol wiloypy o>
1w oo lid (g8l a8

QD)

mGinmngV(D, G) = EXNPdm wllog D(x)]
+E,p nllog (1
— D(G(2)))]-

sleosls & i ja pz(z) 5 pdata(x) dolee jo
Sade glgieas 1) x sols D s ls oLl e g a8lg
Oonsrly ol g aiS o b o (a8l bols (5999
olai d3gi oy G G D(X) cward oo (25,5 1) ools
Mg oz sleosls 955 (o0 6399 sladke (lyear |, 2
O Phe pasid D Gae a5 ol l (2) oS e
GAN el o28lg sloools 5 oaliads Jox sloools
o plp D(G(2) 3 So plp D(X) &5 0,5 oL b
sloosls v S5 Ladkis D Gas a5 Sl ok
ol Wb GAN coul 8l slaosls 5 oalady o>
4 2l iy DG@) 5 ol D) &5 5,5,
e 5l il iSTas 4y doles Bas Al S0 o jle
el G oBaso 5l g5l 4SS 9D

GOl (S 39 Slil-F-Y
bepo)le 0 5 ol (leo)l JL3; 51 (aloo,l v )55]]
e sla o], )5Sl ) anslonid (5,10 65
@ai mpio,el o anil wabeo,l Lo po e ailyy o
ol Ko anl 5 cul pole &jgods Curex

sl g ) bops,le ol oo, &)g0a,


http://dx.doi.org/10.61882/jsdp.22.2.43
http://jsdp.rcisp.ac.ir/article-1-1378-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-06-20 ]

[ DOI: 10.61882/jsdp.22.2.43 ]

e Sl 5 ganaids gl E(FS) akl, ol jo
S Hlop 5 eabolil sla Shy ol ply 5
‘S'.‘. A (pimed g Sl |Dlm| ).)‘).) L)] E)LAJ‘ aS el
> b Sy okl il e o overfitting b 09l oo
L oolddegomo (g5l Jolue B,k 5l gl Jiass g0l
S yeS oleidan (o) yo 1) il (] Q—‘ GAN (%9,
S oo

g9 5l STaS aeS 1) mb opl a5 Shg Jlop »
ooyl g5 5 515 (o035 aobe Olgedr all ool
@ abex lp byl i Glyea oSTwil
Olfse ophee 485 Sl o cnojle plele diwo
sloy g9 5l (Kao a5 ol 5 pleo)) slayls
@bl e 50,5 bl Bae &b I LT, WIS
2l Gioled (7) 9 (Q) slaalal, jo 1, L:oOT

)
CostFS(SFiy  SFi; .. SFy)
COStFS(SFZ’l SFZZ SFZ,k)
SFfitness= : : : :
CostFS(SFp1 SFmz  SFmi)
Fsp,
_ Fgp,
Fsp,,
*)
Sfitness=
[ CostFS(S11 Siz - Sik)
CostFS(Sy1  Spz = Saz)
[CostFS(Spy Snz = Sux)
>F51
Fs

S oyl g5 5l (S oy wgoleiing b, 5o

O 9 Selainssle g9 5l SRy lon (e
dlox G Sl gly wilgs oo ) soloo )l (Sug o5
2 (V) dkly asle 0 g ool g5 5 Sy slajloy

RYWIPVEIC N Y
™)
) . Flireo + FL .
Flowse = Flitesy — Ai <rand(0,1). (w)

i
- Faldg,:)

Sy 8aBie,4 Sy e Fhawse @l cnl

(Bloo)l e Shy Jlon Faiesr «sdbo)
(el g9 5l Sk Jlop (n A Fiinjuredj
walooyl g5 51 Sy oy o (LS Cuadss Fog s

s Jw )5L,4€ 3 Cewloods sals J.ul—o-' Q—,',Q)L’-‘-'
g ool Slasi g cunl Sy slajlo g9 (nl 5l Cuex
el dae Ml S slelo

51‘1 512 e Sl,k
S = 52,1 SZZ SZ,k (Y)
Sn.] Sn.2 Sn.k

Lol g9 5l SRy slajlon byl sln
&b ol as col sl Baa 1 Gy 5L ol
slodds 1) (F) bl 4o
CostFS = a.ygr(D) + Bm )

IN]

oaFeie B0l 38 byl a5l (S Jon S
sbloy byl ly o)ls (Kol ojlail ax b oS o5l
29 o0 435 a0 53 p ) s DBl 55 (S
slhs &5 o)l (Swols Sloy (Shy Jbop S
Sole @bl 4SS ol ey O jasis
L SVM lasogyg wilgs oS (Shg Jlop 2 e
Ganailb glas a5 amo olul rals glaisSa
S 39 aisaS o] daug Jloy 5 sole bl
Glad &5 ogh el jadx e (Shy by Soom
Ly SVM (slasag)s 5 35 slal 2alS s (s
3,08 (6 s (Kol oK1 s alS i
5 D> aseid glas [FY] Gllke olg
A Sl bl slr Olejee | sl Sials
Oy ) ol S g jae o (Sig sulrd a9 2855
orereid gl o glp ol &1l Gos eL’; S5
S olgse FSi axle (S Jlon o dhewgts SMloo
E5ean omac 8 aile ool suS gananl
69y FSi Sy ylop s ol o 60,8 colaiwl Yo
addie S a5 GlaisS 4y 0gd oo ool TS oslvac gasns
o Sis 3l sl o e sls FS; Sis Jlop ol
S5 P2 g oo ooliinl (cras ASLD (639)9 lyen
Sl &S wsl S IFS] sl FS; Sy oy
So Rl SRy Jlor 3 b SRy cpl ladesleas
Slp e D lagdg)g dlasi S cnl I (el
Lol slp g wale [FSi 2l Sy Jlon ol
&b S 4 ls oojle b oaleol 93 51 Sy bl
S0P A, o b ol 4 Cenl cenlie Goa
TFY]clons
Cost(FS;) = a. E(FS;) +
p s

|Dim|

49)

¥ 2l ¥V o,lbVFeF Jlo


http://dx.doi.org/10.61882/jsdp.22.2.43
http://jsdp.rcisp.ac.ir/article-1-1378-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-06-20 ]

[ DOI: 10.61882/jsdp.22.2.43 ]

b o)l Inig_),ﬂlgupanf\.ﬁp'b)'l oLl Ly dosbigd (S yies (Sl s S95 yousuins Ailolw S

4

BT g E SR PR SN SN CH IRX OO
ok a4 lagl il S5k 5 siludley ¢lp Vo5 s
5 e Ll (S slayls 45 sigyge e [ 0)]
il So b sae ) e gpolie 5 Wed )b S
et S e R S e sae e sl il
ol [+ O] o5l a1y cutn sae s wub 13 el
Jle lpsolo s S L+ vae ) o] e 90,5
o 4 e ed Jlys o F cue a4 cuie sue S
Sre) iS5 S jhe |y ol g cul pShsy
398 ojdloys + ¥ 4 Cuie dae ST g (Cuwlonis ol
oad bl (S 05 has o a | ol plyise
Sibodloy 5l an i b cl SSoo3 Sy @ -V
Vs S Jlsl wilgs 5l eolatwl b (Sho sloloy polie
9 V) blgy bl g -0 Akl Jleel b plys oo

L yao cdle woybga |y Jlopn 10 pate 1o polie «(V)Y)

VP15 o S
)
X/ (t+1)
_ {0 rand < T(Xij(t + 1))
1 otherwise
(QRD)
X/(t+1)

(~x/® rand<T (Xl.j(t+ 1))

j .
X; (0 otherwise

VLS go 5l wlg oo b 5 cudlS mb dxs] o

Ol )10 2 il b (gusaadnbo-Y-0
Oeile (555 0k gy o g Oleidy oy edile g,
09y Ol 9o gl e eolaiul sunail gl a5l
95 o SO Wb saSlas b SO g5k sl
g e XS a5 o9l ool 13 ool adls
b hgy ol 30 O)) US oyl ogzgay sunail
9 Sgiise a8 T4 oS ganaib L lsisa; C
Lo a g 0gd ain Jlg oo a5 cul ol Gos
S8 aads g0 0 oletilay bdiged 3l (g ,50S olaay aS  pl

g o3ld
s Q|5.:.c=\.} C s> o, Cﬁ-‘ o (\Y) JKs
B g A LSy ogdge a5 e oaS il
G S Slass aSepl b b 4 gl ais Hlg o,e oS
gl oaly (1,8 adls g5 o olitila leaiges

Pf 2l ¥ okl 1FF Jlo

Ai S5 yho m cle S Bolas sue Tand(0,1)
Gl e oS Sl g 1SS 50 ol See o
Wlgioe o eo)le g5 5l (S slop o 23 saly
S sk ool sl g b Slayigsn 8 b o
D9 o0 oolaiwl (A) dlayl;
M)
Fiow s =rand(0,1). (Fhize sp — Félds + AP)

Qo Coabae cod S Félds ) F?iew_S abal) cpl o
Ol ey SasBae g pojle g9 5l (S Jlop SO
ool L3l co il 4 e asis slp (S ley
aS aueS oo ol pleo )l dlem lei |y AP calally ol o
5,5 drlon (1) &lasl, 511, o] olyioce

AP = A.(1 = 2.1tr.€) @)

6|ﬁ o> Qljﬁ' 3.,,J9| P <ol Lghb);.a\)l.& € 4 A
a8 )5 L0 o posle g5 5l (S sl y Sle, s,
Bleo)l bnole g5 51 Sy Jlon ;o el e
odds Sl yigya dlex g 5118 050l 50 Cod oS S
5 B w9090 Sl S Sy slaglsp ol Wil e
Jos ply SaS @ oS g slad 4 Lo 1) gl
e g e g (29090 duze |) (T lajlen (Jll b
SlpaS S gV gg 0,5 &l g0 ((V)) Sy aiS
odls iuled Wigh oo ai8)S ey Shy slad Las

Cewloasss
1 — ra
ook / 0 \ f 4
" S-shaped | * \ V-shaped
08F / 08 | 4
/ |
ot 07 |
| |
06 08 1
" _ |
X5k X0
o8 Zos \I ;
0t 04 |
o3t 0 ‘H
o2r 02 ||
I
orr (]
; |
. ) f
10 ] 0 10 10 5 0 10
X X

Ll o ply a4 Canly 3l i ey (M- )
1518 oV &5 51 552

(Figure-11): right to the left, the transformation
functions of feature selection from type of V and S [16]
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(Table -2): Accuracy, sensitivity and accuracy index for different kernels
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(Figure-15): Evaluation of the index of accuracy, sensitivity and accuracy of the proposed method with different kernels
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(Figure-16): Comparison of the accuracy of the proposed method with three machine learning methods
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(Figure-17): Evaluation of the index of accuracy, sensitivity and accuracy of the proposed method with different kernels
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(Figure-18): Comparison of attack detection accuracy in the proposed method with feature selection methods
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