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A review of Content Adaptive Image Steganography

methods
Behnaz Abdollahi, Ahad Harati* and Amir Hossein Taherinia

Computer Engineering Department, Ferdowsi University of Mashhad, Mashhad, Iran

Abstract

Steganography is the art of transferring information through secret communication. The essential aim
of steganography is to minimize the distortion caused by embedding the secret message; so that the
image containing the message (stego) cannot be distinguished from the original image (cover), and the
existence of the hidden message cannot be detected.

The distortion in content-adaptive steganography depends on the local structure of the image. The
embedding changes into the areas with rich textures are less detectable than smooth areas, so the
textured areas have a higher modification priority. In this regard, three main steganography approaches
are proposed: model-based, cost-based, and adversarial. The model-based approach considers a
statistical model for the cover image and tries to preserve this model during the embedding process. The
cost-based one focuses on minimizing the distortion obtained from the sum of the heuristic costs of
modified pixels. The adversarial approach uses the competition between steganography and steganalysis
to improve the embedding performance.

In the first section of this paper, the concept of steganography and its history is expressed. Digital
steganography including three types of cover synthesis, selection, and modification is introduced in the
second section. The focus of this paper is on steganography based on the cover modification. The goal is
to estimate the best probability distribution of modifications, and embedding the message in the
estimated places is left to existing coding algorithms. In the third section, the problem of estimating the
probability distribution is formulated as an optimization problem with the aim of distortion
minimization. The distortion-based methods compute the probability distribution of embedding changes
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using a pre-defined distortion function. In the additive distortion function, the embedding changes are
assumed to be independent. Thus, the distortion function cannot capture interactions between changes
caused by embedding, and it leads the performance to suboptimality. In this regard, the non-additive
distortion functions are presented that consider the dependencies among the modification of adjacent
pixels. The distortion-based methods include two model-based and cost-based approaches are
introduced in the fourth section. Then, their most significant methods are reviewed in the fifth section.

Considering the competitive nature of steganography and steganalysis, a new steganography
approach is presented in the sixth section that takes advantage of adversarial learning to improve
secrecy. Adversarial learning includes two strategies: Generative adversarial networks (GANs) and
adversarial attacks. In the concept of steganography, the GAN-based strategy tries to train the
steganographic network against a steganalysis network. This is an iterative and dynamic game between
steganographic and steganalysis networks to reach the Nash equilibrium. Another strategy attempts to
simulate an adversarial attack and generate stego images that deceive the steganalysis network. The
adversarial-based steganography methods are reviewed in the seventh section.

In the eighth section, different methods are compared from various points of view. The results of this
study show that some techniques, such as smoothing the embedding changes, considering the
interactions between the changes, using side-informed information, and exploring adversarial networks,
can help to estimate the proper embedding probability map and improve performance and security. In
the ninth section, suggestions are stated that can be considered for future research. Finally, the
conclusion is expressed in the tenth section.

Keywords: Content-adaptive steganography, Steganalysis, Distortion minimization, Statistical model,
Adversarial learnin
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Figure 1: The process of steganography
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4 Additive Distortion

% None-Additive Distortion

® Least Significant Bit Matching
" Relative payload

8 bits per pixel (bpp)
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2 Generative adversarial networks
% Adversarial attack


http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-06-22 ]

[ DOI: 10.61186/jsdp.20.3.141 ]

Tlres! p (s 5k

1

1

b gjlele Oyl g5lwl
1 ! 1 1 ! 1
Sl oledbl jlooliiwl| | owighae pl glrge! | | owigliae pl Zlge! owigbzesr Zlxgel
1
1 1
SI-MiPOD GMRF Joko 1 i RO TSt
SI-HILL SymMF MVG HUGO

—— AsymMF

wow

S-UNIWARD

HILL

clrge! GilwaianS p (She (o 80k g gaiaiws () - log0d)
Chart 1- Classification of traditional adaptive steganography methods based on distortion minimization

Debos 2R JEwe alls glofuSy Sl
S heSly Sl 4 JuSoy 2 S anie nlplo
ause ggezme SIS glrsel G o)l (S 500
gl oo s 4y 00l sl sl Sy

D(y) = Xiz1 pilxi # vl 4]
Sk (390 g (i né mlei ;= p(Yi) ER &S
Ly bxg ally JuSy omel i anye a5
Sl e S iluples Wy, S oo (e
Loi b S glosel puileainad 4 o] Gos 4 el
ds ay alies ol Lol sl aseios g5luls od b
Slolme Sl Sl Dlps e Gogdatie
Sl o JS zlroel slra gl il Sen s
S H(T) gy ol 5o (rlnle 095000 aeS glarse!
» () Jlb En(D) zlosel oSk b ply
109 o0 (55wl diligy gl
E.(D) =X, pim; )

H(m) = — YL, mlogm; )

5 00 (298] Ay Tl oy5e silul> cud)b
O ygu0dy ‘5151:237 &b Gl (T, 1y, )
Cobyl Jsenoysboay 05d e iy Mg M =1
Sikeo 595 aka Ban 5 0ad 8 Sgume (5 jlol
S Cwl L Jsb @ ply S silul> @lp glosel
Ugad pj Giluwaigy dine S Ojg0a Sl e

1O g
minE, (D)
s

O
s.t:H(m) =L ©

Ao iy (P 9,59, —)-)-F
aloyze ply silulr Ban b (5,005 slap ;65!
Ny 5l il 5l S e B wiliy S o
ceslie glrgel Jlao SO (Byme iBan pl a4 Sbicews
Wldg JuSn o dnje S ool L) cpl jo .ol
bl oS WS anie pl A5 09l 0 i
Eyoze Cuwl Gy Sygo 30 JuSy 2 el
L bl glessl Ol bl s sloadlse oo
Coglgl SNk S anie w,ilil S e patie
OlaydieS 4 gliwl) jo gluls ol adie i
B d.)L.uy 5o 4.>Lc]>u .AL..» O ol d‘-’L“"j" CL>5.C‘
alyd 09l o glule sdelCuwdds 4 jo addi ol
oSS L aileg slbadlie iulps Jols gjlul>
) aileye by (Adai 6,0k slo by, el
Li> Gae L gzlosel b oSS ol p
D:C X8 - [0,00] aisS oo 55lul> ailligy Slasein
CeblB 5l oy 5 00 S5 glreel Lo DoaS
oSaie |y ply il 5l L6 Dk ansis

Serte el b ol GailejaneS a4 cplply (S e
b Bk Coel
Sgd o iy D(X,y) Ojgod silul> zlagel
28 bl aly Jols g ailings jygas 90, 4 a5
Sypets ) glresl lpee wldey pemeal
wlghrez glrsel 0 08 ooluD(x,y) = D(y)

OV 2be ¥ kel VFeY Lo

§


http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-06-22 ]

[ DOI: 10.61186/jsdp.20.3.141 ]

Igixo b Guboio paguas (SIS YUS S YPY) 23 65I9 0

2
[©)
1 dap;~’ (x)
L=[ —=—[—% VY
2 ]Rpi(c)(x)< am; n'_0> ( )
=

Bas g il cldb 58 L
ey S Gl Glp gloel (nSibe (o SaeS

1998 dlge (g3l
min X, [}
s.t:H(m) =L QD)

Deb Jo goue Ojgo I Sy 2 Glp b &S
alaly o ol 8l Jolee 5 gl doles (! S
oS Jo s S Loyl 1, AL(0)/2 = xIn(x — 2)
aioax=1/3 6y HX) 1p; x=m; ' >3
dor ghilay Aol cpl sy U Gl e oo
ysuly y=xn(x —2) usSee &b do sy
e )15 Jooly, Ko g eadganJg9210°
M o9 aeS sl 09b 0 L2l ¥y > 10% (ol
T 4 Cod B2 al 3l (pegd odddwlre
coyo Sl >0 Jae 4 a5 wil e Wb
Som g dmle (F) cud)l Lo 5l 4 BISY
o Glol> e a1y agy e SVl dule
Dgdise dmsloms (V0] alad 5l Sy

oNighzozr b glrgel -V-F
Sl Bl sl (6Kl Sl s glrsel @b
SVl zlrsel (e slaghy, Slin ool
g WS (o0 2P Jits |) aldg lodusSy o
Lol 058 00 18,5 13 53 (laler Sl (e Joles
2ol )0 yebme GladeSy Slpds wudly o
ol o SSBld g cnlil taan S50 00Ky (b
Gl wgdee (Sow U 4 e Jos s (Sl
oXglaez pé glresl b o ol onl (il
e Slpeis Blise 51 o0, Lld b a5
SrSsdr ol bwg oluba B slagSl oy
WS oo 9t |y (Sl yme g 03,5

alols a5 5,5 Joe (b b plsion |, 5lul 30
b Sy slad o1, kb psal 5 aliy psal (o
D glrsel @b Gy 035 (s S0l (K00 oy sLaS
13,5 i pj Oypeds Gl
Dx,y) =l f(x)—=f) Il (Vo)

<&

4 Steganographic fisher information

OV 2be ¥ oLl 1Py Lo

L wlg e zlrsel aneS (asin cud b o gl
b G 4V 5S mse 5l Glelr Sl oy
QT dg slelr Jleiol Taniin g9551 Jol b

D90 Gl S @98 e
1(y) = ;55 exp(~1D () *)

4S5 ek Sl (gl ley S Z(A) a5
Z(A) = Xyey exp(=1D(¥)) )
Cewd 4 aldgy jae o glp e Jles
Ay MO) Slass Jlio! lply )l
sl JuSy Ol Glail oVl oo O)god

NI
m ) =[x, 7(y;) \)
n(y;) = —oRC2R0 )

Zy;e1; exp(=2p;)

aS o Loyl 1) o958l bys A>0 goae b
Sy b Slg o ¢ Lasda ploy Jobo sl 9 (F)
c AE(0,00) Ol b 0gd aculre 59090
elrsel B> 5 (03,51 25k (o 4l S ol
Telesel 5 ogame 45 5,5 55 bl | Lol
Sl b S gileand lp g 950 el
Sy b uSs less ause o gl 4 glp
A olgzds Gl L 1) () doles ylg5 co ¢ dos (5 5lul>
base wlaw glulr @lp gnlple 05 usSae
g o0 dmmilne py O)ypody
pl-=ln(1/7ri—2) (\‘)

Jo 1 (e 0509, -V-V-F
Se il SlessT slaanzo Gy yed lrar 9,505, (ol o
Slsieas D) 58 b g oo oslinul bl Jua
3 eolaiul g ol Tadlie ;o ailigy Jowo Jlaiz! xo3e8
L Bl @iy lyee LSBM lule o5
23,5 Siledae 2j &jpeh

p” (@) = (1= 2m)p{” () + mp” (x + 1)
+7tipi(c)(x -1) QRD

L w93a KL ol Sly «S595 juss slogzy sl
99550 035 w5 pgd a0 & jle
Yy D (09, 0®) = TR, Iim? (Ov)

! Gibbs distribution
2 Principle of maximum entropy
3 Rate—distortion bound
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4 Complexity
5 Cost assignment

 Approximation to additive distortion
2 Majorization by bounding distortion
3 Clique

OV 2be ¥ kel VFeY Lo

&


http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-06-22 ]

[ DOI: 10.61186/jsdp.20.3.141 ]

Igixo b Guboio paguas (SIS YUS S YPY) 23 65I9 0

oolie sla,Sal, [¥a-YY] o Siba sl
ool oals a1l Bo5 )Le Bolas o 5l aledI L
O3Bl o F il wleMbl 1 colaiw! L
Sl 5l L8 as Vadl aldg S 5l oniw )
Sl xS JA bn s cod ely
SeS lelr Ol gleanie Lo
ozl ebdss [FYYe] 05
Glwod yid wojlail sy 5l o ,le slo isloy,
5 GrSE pebde a4 S5, 5l has < JPEG
o
Codo yeetd Sl (gl Jloiz] Conss (5538 90 0
5 ,\.JGA Cawddy ailfan gl o sl
Omed 4 5 d98 o0 plnil o)lEe O)jgod ilul
o2yl b ogdge Jol> g9yml aniin Lo
Se o Silelr Dlss G OMalas (3851050
Slosliial 5 (ol 5 po O5B) e (Kiluos
ol jo wilg o (pin 9il8) Sl Dledlb
g Codol dgups Eel 5 @8ly wdo gilul> slaas o
sy, ol o Gl Ll wisd (Slo e
g oo SYLiz| g 05 oo plail o latel O g0a
o2 .aﬂso Cewd Sy 2 gl Sglaie e
Alg el byt 29,51 5l g9y Jdoas o,
OO0zl o Lol oS ilule 1) ply aniin
el yo 1y ol Glgise wad b cél )l
Ol ) il Sl Jol> Slyis e elas
45 5,8 Ll onighaer pé gl alss 5l oolizal L
i (e oty ggerme Djgotr glrsel
Slpeil Coz Siluplen 5 uualss 5 S9d o0
WS (oo 295 | slme

ply ilwl> —F-F
2 pyal Soe ply 00,50k Gl ool el
3 S ub.....u JLo.C‘ g=3T L g Sl uuL.Ju
w.a.fb‘pf slbees G‘J)i’l:’ Jelis a5 el LSBR
a5 adds wlal pesasoll gl Sy 5l (LSB)
FoS 2 sy (ol g e S0 50 ply sl b
Slyp &5 Gpd Qs o i S S ST )

ally w2 b goly O bl jolre adlhe g0
Vb jesd Caglsl boadlie o 00 Gle 4 il
o by 09r a4, Wb (omb e Ceddh
ol Jlesl biaws 125 095 jolme la Sy
Slges (e (Slaws bl ;o laanja (58
Sz Sugdsl JeSn 90 ST ted e
oSy 058 Gl bl sl il Gluss
A Sl Joduzmy 8L L oasl o asF I8
)51 aalgs Cass 4y (g imly ase Koo JuSy
21 sl Tgml cwl (See (gl
Cebll s o 5l s SRl s cdL L bl
Lot 6l 0B (nl s alS ) aneis
18 esliial 50 Caige b HILL [33] s, o
ROEK

e 4 gdae leol el ol Lo T gaiaadies
HLS 50 g Glaies O jgod gluls Ol s el
G S ladss Sl aigd plxl pa
Glad 5 oymaS glrgel el ST, Sl
S el bre gl onl @sdie S50l (S
sldaSy j0 slely olss ganalss
Slos & S 1 55565 fonilogdly olie sl
Qi oy 0uS Ty sl JuSy o Ol s a5
o S vz 51 alnls 05l 092
alie anse hlo jea J8 gl 5o Jleel
Sy 4 el o Sy b i Caglsl il
W50 18 dles

ol 05l (nl A0l oz Gilwplbon
slr ObSe e 3 ol & WS
5 wlog ;oS glrsel cage e lo Sy
Deh oo Jol> S glolils coblB asss
Soales polre slobeSy s ST ocnlple
oxilodl ngal p S5y Sy lais il
PSERERONREIFU SRUARC IS NI LS
5 S yless o [¥F] () Sen 5 J ams o ialS 1,
Sl 0B nl ) Jies psbas [0l o Sen
5 Kl e 1085 0y glagel @b
)l Lewly opl jo W osx )l [YF] (K

8 side-information
7 precover
8 Least Significant Bit Replacement
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! Cost spreading rule

2 Entropy

8 Clustering rule

4 Residual

% Synchronizing modification directions rule
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6 Sub-optimality

! Least Significant Bit Matching
2 Syndrome-trellis codes
% Payload-distortion bound

4 Trellis

5 Check-parity matrix
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Figure 7: ADV-EMB model[58]
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Table 1: Detection error P of methods based on additive distortion [31]
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Table 2: Detection error P based on non-additive distortion with asymmetric embedding [39]

Payload (bpp)

- ™ e " ~ Method Steganalyzer
0.2374 0.2846 0.3267 0.3825 0.4482 Synch
0.2496 0.2885 0.3358 0.3841 0.4508 DeJoin2
0.2577 0.2963 0.3483 0.3945 0.4572 CMD SRM
0.2623 0.2987 0.3492 0.3875 0.4524 DeJoin4
0.2847 0.3279 0.3646 0.4112 0.4685 AsymMF4
0.2237 0.2546 0.2894 0.3313 0.3867 Synch
0.2258 0.2576 0.2957 0.3392 0.393 DeJoin2
0.2354 0.2672 0.3048 0.3473 0.4012 CMD maxSRMd2
0.2381 0.2713 0.3073 0.3407 0.3943 DeJoin4
0.2517 0.2844 0.3175 0.3581 0.4136 AsymMF4
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Table 3: Detection error Pg of MiPOD and GMRF methods and evaluation of the effect of synchronizing
the embedding changes in model based methods [37]

Payload (bpp)
Method | Steganalyzer
0.5 0.4 0.3 0.2 0.1 0.05
0.1821+0.0023 | 0.2218+0.0019 | 0.2723+0.0041 | 0.3274+0.0026 | 0.4051+0.0041 | 0.4511+0.0030 | MiPOD
SRM
0.1925+0.0028 | 0.2350+0.0035 | 0.2860+0.0043 | 0.3428+0.0038 | 0.4143+0.0036 | 0.4558+0.0024 | GMRF
0.1683+0.0037 | 0.2053+0.0028 | 0.2498+0.0034 | 0.3037+0.0028 | 0.3772+0.0028 | 0.4294+0.0037 | MiPOD
maxSRMd2
0.1595+0.0033 | 0.1949+0.0041 | 0.2467+0.0035 | 0.3078+0.0036 | 0.3830+0.0020 | 0.4361+0.0031 | GMRF U’ Jj
2
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Table 4: Detection error Pg of HILL, MiPOD, GMRF and SymMF methods (Investigating the effect of costs smoothing) [39]

Payload (bpp) Method | Steganalyzer
0.5 0.4 0.3 0.2 0.1 0.05
0.2018+0.0027 | 0.2450+0.0025 | 0.2975+0.0055 | 0.3582+0.0026 | 0.4330+0.0029 | 0.4704+0.0024
0.1910+0.0020 | 0.2362+0.0039 | 0.2811+0.0048 | 0.3417+0.0031 | 0.4139+0.0031 | 0.4549+0.0034 | MIPOD
SRM
0.2005+0.0023 | 0.2444+0.0033 | 0.2948+0.0020 | 0.3530+0.0031 | 0.4210+0.0042 | 0.4581+0.0027 | GMRF
0.2178+0.0029 | 0.2683+0.0025 | 0.3136+0.0042 | 0.3746+0.0031 | 0.4412+0.0035 | 0.4623+0.0041 | SymMF
0.1789+0.0033 | 0.2169+0.0018 | 0.2590+0.0029 | 0.3094+0.0029 | 0.3732+0.0045 | 0.4237+0.0019
0.1846+0.0029 | 0.2212+0.0023 | 0.2684+0.0026 | 0.3231+0.0036 | 0.3902+0.0028 | 0.4416+0.0030 | MiPOD
maxSRMd2
0.1780+0.0024 | 0.2201+0.0038 | 0.2684+0.0035 | 0.3240+0.0020 | 0.3958+0.0032 | 0.4445+0.0020 | GMRF
0.2052+0.0024 | 0.2349+0.0043 | 0.2714+0.0018 | 0.3207+0.0036 | 0.3881+0.0029 | 0.4722+0.0027 | SymMF
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Table 5: Evaluation of the effect of synchronizing the embedding changes and using the sided information [43]

Payload (bpp) Method |Steganalyzer
0.5 0.4 0.3 0.2 0.1
0.2115+0.0019 | 0.2552+0.0026 | 0.3063+0.0031 | 0.3678+0.0036 |0.4356+0.0022 HILL
0.2631+0.0027 | 0.3015+0.0034 | 0.3498+0.0023 | 0.4001+0.0032 |0.4548+0.0021| CMD-HILL
0.2833+0.0018 | 0.3338+0.0034 | 0.3893+0.0019 | 0.4351+0.0025 |0.4747+0.0012| SI-HILL SRM
0.3263+0.0026 | 0.3673+0.0027 | 0.4075+0.0024 | 0.4426+0.0022 |0.4742+0.0012| nmSI-HILL
0.2061+0.0013 | 0.2640+0.0033 | 0.2948+0.0033 | 0.3510+0.0021 |0.4206+0.0021| MiPOD
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0.2590+0.0025
0.2725+0.0033
0.3109+0.0025

0.2985+0.0025
0.3181+0.0029
0.3543+0.0033

0.3439+0.0030
0.3672+0.0028
0.3897+0.0022

0.3912+0.0022
0.4139+0.0031
0.4242+0.0015

0.4419+0.0026
0.4578+0.0023
0.4611+0.0017

CMD-MIPOD
SI-MIPOD
nmSI-MIPOD

0.1887+0.0023
0.2413+0.0025
0.2669+0.0035
0.3096+0.0026

0.2264+0.0015
0.2681+0.0016
0.3191+0.0022
0.3509+0.0029

0.2703+0.0030
0.3142+0.0030
0.3740+0.0020
0.3983+0.0032

0.3188+0.0030
0.3568+0.0030
0.4336+0.0019
0.4442+0.0033

0.3863+0.0014
0.4125+0.0030
0.4832+0.0031
0.4818+0.0020

HILL
CMD-HILL
SI-HILL
nmSI-HILL

0.1926+0.0016
0.2425+0.0023
0.2680+0.0030
0.3048+0.0026

0.2313+0.0017
0.2793+0.0020
0.3192+0.0023
0.3527+0.0026

0.2750+0.0026
0.3233+0.0030
0.3743+0.0017
0.3952+0.0023

0.3331+0.0019
0.3669+0.0016
0.4344+0.0024
0.4463+0.0034

0.4002+0.0018
0.4249+0.0023
0.4805+0.0021
0.4806+0.0022

MiPOD
CMD-MIPOD
SI-MIPOD
nmSI-MIPOD

maxSRMd2
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Table 6: Detection error Pg for MiPOD with HILL-based variance estimator and the original MiPOD estimator [73]

Payload (bpp)
Steganalyzer Method
0.4 0.3 0.2 0.1
0.2213 0.2678 0.3206 0.3937 maxSRMd2 HILL -inspired
0.2142 0.2552 0.3101 0.3800 maxSRMd2 MiPOD
0.1545 0.1870 0.2470 0.3390 SRNet
HILL -inspired
0.1420 0.1826 0.2354 0.3575 SCA -SRNet
0.1146 0.1553 0.2222 0.3213 SRNet
MiPOD
0.1106 0.1384 0.1961 0.2952 SCA -SRNet
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Table 8: Evaluation of the effect of using adversarial examples for both HILL and S-UNIWARD methods [52]

Payload (bpp)
Method Steganalyzer
04 0.3 0.2 0.1 0.05
0.195 0.25 0.32 0.42 0.45 S-UNIWARD
0.2 0.251 0.325 0.42 0.451 AEN-SUNIWARD
0.225 0.28 0.355 0.43 0.47 HILL SRM
0.226 0.29 0.36 0.43 0471 AEN-HILL
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