[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-05 ]

[ DOI: 10.61186/jsdp.20.3.141 ]

29003 5 )9S B Y9 19 59 )0
I an b. n ) I : u

L2 (> ol & Fyp ool dlons 5L
Q‘f‘ ‘A.Q,w.o 4% LS“BQJB oKisls “5..4;.\.‘.@‘,0 ouSislos ‘fs..*nlf @”W 05;

oSy

4 gl bume Sy 53 o 9 b SLeMb! (500l 53 -l dilo e bLS ) G 32,50 51 Cledbl JUl yo 5,5 ke
Gygod (Jo Ao ply 3929 g 099 pled BB Lol ailu; diged | ply ol ailw; &5 5 sba 0ed 0 Gilule aillg U
wuly gl (oo LSl 4 (i) lgimo b Galaio 5,506 50 @3l | Jol> glagel il (ot JB (oo
D91 wplgS 410,95 p Silwle 6l S FYL Caglgl 5l Azt pe g 009 (i BB yheS vy Bbls 50 Ol o903l !
S50l p (e 9 A 3B ¢ (S oy (Siuo Tl ol il Tgie b Budaio (5,0 L0 Ao 53 (Alie W3 Su g, (39U
e )5y Bub o5 Jlo 50 139 Lo (S 9o U ailligy (g)lol Joo 3950 (srw Juko 1 (e )RS0 0 Ks; 50 S
gl 31 e Ll S0k 9,595 50 Lol ply Jol> oSy Gilpg a3 g gome 5l Jol> glagel giluwaines aiy 3o 5
9 pedlin dlio ol )3 .0gdge 4id)F oyt (Siloymo S9nty 9 ygal ()bl Wlakin Li> gly 5ol 5 okS om 2B,
WS (o0 5158 (o g S 9590 SNl 5O Ol SR e 9 9900 (B LG s,

Sl (5 50k gHlol Juo gl gel (5 3ludineS (535 s Igimo b Gubaio (55K 1gelS (53l

A review of Content Adaptive Image Steganography

methods
Behnaz Abdollahi, Ahad Harati* and Amir Hossein Taherinia

Computer Engineering Department, Ferdowsi University of Mashhad, Mashhad, Iran

Abstract

Steganography is the art of transferring information through secret communication. The essential aim
of steganography is to minimize the distortion caused by embedding the secret message; so that the
image containing the message (stego) cannot be distinguished from the original image (cover), and the
existence of the hidden message cannot be detected.

The distortion in content-adaptive steganography depends on the local structure of the image. The
embedding changes into the areas with rich textures are less detectable than smooth areas, so the
textured areas have a higher modification priority. In this regard, three main steganography approaches
are proposed: model-based, cost-based, and adversarial. The model-based approach considers a
statistical model for the cover image and tries to preserve this model during the embedding process. The
cost-based one focuses on minimizing the distortion obtained from the sum of the heuristic costs of
modified pixels. The adversarial approach uses the competition between steganography and steganalysis
to improve the embedding performance.

In the first section of this paper, the concept of steganography and its history is expressed. Digital
steganography including three types of cover synthesis, selection, and modification is introduced in the
second section. The focus of this paper is on steganography based on the cover modification. The goal is
to estimate the best probability distribution of modifications, and embedding the message in the
estimated places is left to existing coding algorithms. In the third section, the problem of estimating the
probability distribution is formulated as an optimization problem with the aim of distortion
minimization. The distortion-based methods compute the probability distribution of embedding changes
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using a pre-defined distortion function. In the additive distortion function, the embedding changes are
assumed to be independent. Thus, the distortion function cannot capture interactions between changes
caused by embedding, and it leads the performance to suboptimality. In this regard, the non-additive
distortion functions are presented that consider the dependencies among the modification of adjacent
pixels. The distortion-based methods include two model-based and cost-based approaches are
introduced in the fourth section. Then, their most significant methods are reviewed in the fifth section.

Considering the competitive nature of steganography and steganalysis, a new steganography
approach is presented in the sixth section that takes advantage of adversarial learning to improve
secrecy. Adversarial learning includes two strategies: Generative adversarial networks (GANs) and
adversarial attacks. In the concept of steganography, the GAN-based strategy tries to train the
steganographic network against a steganalysis network. This is an iterative and dynamic game between
steganographic and steganalysis networks to reach the Nash equilibrium. Another strategy attempts to
simulate an adversarial attack and generate stego images that deceive the steganalysis network. The
adversarial-based steganography methods are reviewed in the seventh section.

In the eighth section, different methods are compared from various points of view. The results of this
study show that some techniques, such as smoothing the embedding changes, considering the
interactions between the changes, using side-informed information, and exploring adversarial networks,
can help to estimate the proper embedding probability map and improve performance and security. In
the ninth section, suggestions are stated that can be considered for future research. Finally, the
conclusion is expressed in the tenth section.

Keywords: Content-adaptive steganography, Steganalysis, Distortion minimization, Statistical model,
Adversarial learnin
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Figure 1: The process of steganography
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4 Additive Distortion

% None-Additive Distortion

® Least Significant Bit Matching
" Relative payload

8 bits per pixel (bpp)
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2 Generative adversarial networks
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! Gibbs distribution
2 Principle of maximum entropy
3 Rate—distortion bound
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4 Complexity
5 Cost assignment

 Approximation to additive distortion
2 Majorization by bounding distortion
3 Clique
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8 side-information
7 precover
8 Least Significant Bit Replacement
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! Cost spreading rule

2 Entropy

8 Clustering rule

4 Residual

% Synchronizing modification directions rule


http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-05 ]

[ DOI: 10.61186/jsdp.20.3.141 ]

30 o bw b pj sl ddend el ool ools lis
Jite Gulb 4 bs S5 S 15 g% S
BlS s Cal 00 gy yro b e il Ay 090 o0
Hoog=a5 Jol> Jlop lecas vg Jop 8L Bua b
Olsieds U Hloy y2 05 oo Glalowy S 0351 [jm
Ol gy SIS Cosly 4 e Caas Gl &S (6 e
30 d92 g0 sloan e 4 Azl b b i 090 o0 o0ls
Jooly gl oo aBgio b g ool oo dnlol i po anss
Sl Gemo 250055) g (n e (ol age
G5y RGeSy 380, ol b )0 05l e
4 (hey (A3 g 00 2L)lS 5l sslule e
Cawd 4y jledcs B,k 3l a5 cl (g ka ogase
Sk oty el o Jds pen a4 -éﬁ]u-n
TS 4 golya STC .06 ,.5 oo )8 colaiul 0,90
[OY] jo jon Sz wboe (BS9930 nd

R PR UL‘)

e il gilwand -Y-F-F
4 e STC sile (6,10505 oy, SO 5l eolazul
L Ol o5 o5 ilulr )0 Fix T S
25 Capde |y el Gl ae el il
el cudib ol sl o)90 glargel aies
T aS >yl o Cews 4 min Y pimy akal,
S ol 1Sy e s Jlil Sole
Q) abal 5l g cl ooy jlade b i 5oy
wlgiee Ol gk e ol leand b
@ B gen 1 0 oliin gl &y
w8 Galel g (b NSNS ae slae 5!
Slp YU s flgeas sluans 51 les oo opl ogdle
Ol 5o ogad eolaiul (5 lA50S slaz b o) A lie
Jdsb 0 xS 852 5l xSelx lp b,
ply (il oy slra silulr anl gl
PR Wt i ola gl 5l slallis ails >
ply Syge 53 LS 3550 Bl LS iinlply gt o
@l 5l om el by Job glrgel @b (o2
S olgse kel ply @lolr sl glrsel @b ad
5,5 0oliiul STC wiile _Las (6,l3805 s,

b able 1y cuns oanlice LB Ll i
Jenll e asis 1) oS Ol wlg e ol
I S2sS Ceond (Jo et gy (Sole 425 b
s ) ol )bl @i s B jsbar Sy
Lg.....laa U’“"?) ;.\..SGA oolw ‘) ‘va..uL»...u 9 AR 0
00ls drwgi 1) S8 o9, LSBM L con (1 SlaonlsS
ool gy el silolr Gl e JuSiy e
Bolai jsbay b5 alldS 5okd sy ply oo oo
LSBR .a»o oo s L jiolidl axly i L S
LSBM a5 Jl> )5 005 o s 1) Lo Sy 1S0lo
ISP S P P PO DY IPRVL g =Y ES SR &1 WO
el o gilels e, b lscas LSBM
955 5o 1B osliiul 3550 poai 6,00 slahs,
Coaal o il anld coenl 4 axg L
ppesl S oYl ol 5 LS (s R0k
Saoy yo as wisls slgiiay 1) (STCY) les (5,l3508
5o e plil | giluls Tzlrgehcus b osgase
STC pia,o8l codighaa glagel » (e laghy,
& glrgsl osgazme (o035 50 ilulr gl Wl oo
2y 0 e o a4 ol g epnll fogd solal
OlS i el ple ol 1095 5 6T ks sl
3¢5 dzgi g 05,5 13819 STC &y | ply (g5lul> ailyd

Wil oo Bolare glargel Rl Coal Sgne 2,

GLA.C ‘S)Lmlo -\-¥f-¥
saS b silye 505 (A, S STC &dlg)o
LS50, w2yl 5 ol (0glglS sl memmas
Jos Toan)ls w680l ulul  (viterbi o6 o

el e b ol oy il polisos, 05 o
oy Jeld a5 w8 e ool BIF S ISTC
bad a5 Jb o sl vy Jaz! polie 4y abgy e
olis ) auie asdl 0 cddeie slds e
e ;o s = H.Ug =M & )04 S pydies MidS 0
ol oshie cnl Gln wgdoe i moply 8L
» L' as 09....460 oolaw! H a‘_g).").s R uw)).wLo
LH gyl LS L easSTy mple o jkd (o8
F USs 0 aS jeblen .qu‘ﬁ.‘c Cewd o W X h sl

6 Sub-optimality

! Least Significant Bit Matching
2 Syndrome-trellis codes
% Payload-distortion bound

4 Trellis

5 Check-parity matrix
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Figure 7: ADV-EMB model[58]
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Figure 9: The Generation & Selection method [60]

10101010
- conv_
Stacks
Kay [1010110 i
Mossage 101000000
100001010 f
110010101
100000111
Massage spread si™
wey[1010110]
ADD0CN0G T 110-10101
Messagae 101000000
cany.
110010101 Stacky
100000111
Massage axtracted si™7

Seource separation

i0-101010

10101=110
110=10101

Madification map n

[FAzogyn - alole aw (63l Jomo :()e - JSi)
Figure 10: Three-player game model-Yedroudj [68]

23 Trh 4 GRS Hlazl oS Sl eslind L

G, = V.L(c, t; Ny) %)
L(c,t;Np) = —tlog (Nz(c)) — (1 — t)log (1 — Ny (c))
()]

5 ol og alde b Job> Slo b el 1 o a8
o el Yoyl abline o961 by ebL
WSl oo el 5 Oyge 4 gilulr slaas o

! binary cross entropy

BY ol ¥ 5l 1P+ Jlo

<

alig pglal asgeme Glp weds al>pe o
HILL)F 5200 6 S50k bey <o 5l eolial b (Cp
Jblie acgems Py loanie 5 (UNIWARD ,
Dgdse 3l S Jel> sl
So = hemp(c,m, pg, po) *Y)

St 5 Cr yslad dcgarma upms - g = Po = Po &5
g o0 ekl miwliiel g (D90l dcgeme 90 4
D9l g0 0ls u‘l’;}yﬂ Np oSl
S C ECy ailivgy poai 2 sy pgo al> e o
ey b Po el anie ol laxl CoNCr =0


http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-05 ]

[ DOI: 10.61186/jsdp.20.3.141 ]

@ oby @b (Ve JSK8) isu e dgpe 1) (Sibo o

1395 50 drle ) &5
L= )'A . (dlSt(x,y) _ﬂ) +AB 'LB _AE 'LE
vY)

dist(x,y) = (20 20y (Ingl)) /w-h - om)

GilwannS Soo 4 f yie )l Ay, A5, A € [0,1] &5
Sy aldg peal | aladusy sl (gilul aSs
WS oo S Culapl Sed 4 jlre et
O (MSE) e mp Xl alold  dist(x,y)
Oele abols L woad ol 5 ol ailisgy sl
g oad bl g Lol ply po (MSE) U mope
(599,9 cum » (y CrOSS-entropy alold Lp ooren

S (oo sl | S0 (S

Wao aSecds 3 oolawl b 5,85k —Y-Y-V
‘bﬁ lg)lf)’Lw ‘SJJ.LBJ"
Voo asis 5 Towlagsl asis 5) HCGAN[#A] Jus

B S a9 4T oy a5z bl (Ll
Sy i (Sl 5 e CoksS b s polal ond
LC aligy poar So albs 89)9 by, crl o 05
ly Sy (Gl JUS ojlad ©) RXw X sl
olayl ol @ aly sl IXTL olal b M aile e
Wybse ALl aildgy pgai sl @ g LSS pgad
O 0399 J2le A X W X (€ + 1) Jol> Loy o3l
ools ol Al a4 o9y Oy Sl
L oS cool Olpsy aass aSil ol 29,5 05d o0
WS s agi | € ol g ailigy 4y asadlol
03ls gl les 5 00T SlaaSds 4 (599)5 (lgiear o5
Aol S L C 5 C o glis (V) ) US55 oo
Bl [, M i ol 0085 355 o bl
ool M! g M gl apslms gl Ly alols iS5 o
el eSS0l Sl Ly (L) d9des
099 o slp ) oo b aldgy oz p 0l
!y Sigmoid cross entropy )L; .05 oo asis

(Lp1) o9 o0 oolawl aSis ol (slas

L;(65,6;;C,C") = 2d(C,1(6;C")) + (1 —
DLp,(045;C") =2d(C,1(6;C)) —(1—

Mlog (1= Dy(842:1(8: C")) %)
vY)
Ls(65;C,M) = A,d(C,C") + ALy + AL, +
Aa1Lp,(0a1;C")
! CycleGAN
2 residual

e . -
+r:o0 — Po (l']) *a, lch(l']) > 0'

¢ p()) = {pg(i,j), otherwise ,
—ooo _(Po G xa,  ifG(i,)) <0,

V) pic () = {po_(i,j), otherwise ,
(0> Dew! Ll als sams slis o o] o a8
ol Sl eolatul b suails Jol> jiglad wuled )
g oo oy STC
Sk = hemp (6, m, 015, 01),0< k<N M)

sl oy ils s ) ales ol 3T al> e 4o
bl ol 51 (6 po S Tl sl ol o 05 o0
ol Npo oSl oolocu,d jo olly ol
g
Z ={z1z€{sy,S1,..,Sy}&Nr(z) < 0.5} (£9)
el (5l age Jol> SRl glyy ¢ s
aols wiss oy |, Gua ol Wiy a5
Tealligy o 75l = 1,2, e, M o ol ys oiladly
HC L38YL L;Q.a.onJ Gl ild acgame 5l oolaiul L
Golis il a8 alols ) dx 8 gd e Al
S Jal> Sl plpli g S 55 LT om )]
s =z;,j =arg ming_y, yllry =7l v

aloleduw 53Uy (Fomo L9, -T-V
Lok @eales o (higel (B, &5k cnl 5o
S bl el bk @S e Sas b eaiSel
ryad S obul Glp Sl HEKok sleass
Sygods 500 Sk 5l oLl blEps 5 ol Jul>
ol j9am Joe ¢ bigel (slail 10 .08 oo plowl glite
Jol> g aildg polad (plplo (aiS obml ailigy gl
Wl oo Soles Al g o wialys SHuSG alis
o\.\.»..SC‘).?Lw‘ ROV ).».M W'Q)‘ ‘) J.Al} 9 4.:L~u9) ).l}»a.a
(ooygel aalol iy oo i 1) ply Bolas jsboay 5
Jolss i ply @80 zll 5 B ols ayd sl
siaile 3 Ses) ol o ol S5 4 oY S

ol Jols oy gl g0k sle )| ST slaws

aw 53kl eoliiwl b 5,5l —V-Y-V
st

6l olone [FAl o Kan 5 zogym dil, ol 5o
L oJols pgb &ya8 oged Blxd 5 ogdle a5 wis S

OV 2be ¥ kel VFeY Lo

§


http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-05 ]

[ DOI: 10.61186/jsdp.20.3.141 ]

lgizo by Gabio 239105 SHESVUS BBYBY) 22 6920

&

odls Cons adlie o 4 &S 1) S35 Ag, Ap, A Aan

S (o Ly 39 o0

.

V58, C. M)

laverse cover image

Steganographic nctwork Iavisible image perturbation

mvere steganograph oetwork

aligy polal o (ool Alolb d(C,C") o1 jo o
g Al sleadss  Ohp5  05,0;,0,, 041 Jol> o

C'=5(0; C.M)

" ‘ | M=H(@G): C)
! A o M
{ | ‘ [J——_
7 16;; C) g H@: ) [ T
Hidden messapc
scoomisadrion netwock

[69] HCGAN Jue :(1) - Jsis)
Figure 11: The HCGAN model [69 ]

Ganabl las Bl b oSk slegss,

a0 (b))
P; = min (@) Vo)

Jaze il cudy @ Pyp g Peg ol j0 &5
Tp s Cwpl jasid Jlisl g Q38
69, Pr oSl sl #5 b ol oles panieis
9 950 50 b, osls acgemme 5l Bolar aiws S

oz anz 5, B0l —1-1-A

Sl g Pp o gla> J5 Jliol 0oSle V Jgo

ik B0l slagiy, @l ) ol ot

Qs oo plas B jiSu 50 el Bire odighaes
Ol Ol 039> 50 Bl (ad Slasl ()
e p e Gk o3l slasty, &5 wes o
[31] MiPOD asile Jos y; oo 5 [33] HILL asile
Sawd (975 (aesuits Sl ) splie gl 4 g0 50
5 el Oglite oyl oSl ool b il
Gk I Blasl Sjgen Jyensysba beas e
s 4 o ISl g o 4l 35k
b Sludi 5 (e e by 5o bl o
5 Alg slaasy om KL @lSly pulejanes
Slagis, 5 oS Gk st e el
Er bl p B0l Bl oo anie e
2 e slaghy) )0 S Iyl (s s
sl 98 42 )0 S E 5 el Bl 25 (Joe

OY 2l ¥ 5,ll V.Y JLlo

<

)y g e —A

Sl pse odd e Slaghs, (syp 4 e o
BOSShase verl.0l oolsacgae (53, » B isle;!

Slad b it 5 ST g Ve e JalS[70]
ax (V) G jo sl ad S pll OVY x OVY

B9 o0 0adlive polai pl 5l digel

0315 dcgoxo yabai digos (VY - JSCd)

[70] BOSSbase ver1.01
Figure 12: The samples of BOSSbase ver1.01 [70]

o (5B sy —V1-A
209 28iie Sladas b iolesl 8,90 sl by, aen
oolitul b baglsoled wilowds (g3lwannd (5,45 o500
53 GIAFLD) 2,58 as jls 5 EC 'anail
as maxSRMd2 [71] 5 SRM [54] 559 acgee
5 Sl SRM acgasa™ bl JUIS 51 6T ases
SR30)y sesS il Ylisl L) b S
el 2 Slas gcnlil Ange Ghigel S

* Ensemble classifier
2 Fisher Linear Discriminant
% Selection channel aware


http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-05 ]

[ DOI: 10.61186/jsdp.20.3.141 ]

[¥1] cwigigon gloge!l 2 (Sowo hgy Pp paniid glas :() - Jgu)

Table 1: Detection error P of methods based on additive distortion [31]
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Table 2: Detection error P based on non-additive distortion with asymmetric embedding [39]

Payload (bpp)

- ™ e " ~ Method Steganalyzer
0.2374 0.2846 0.3267 0.3825 0.4482 Synch
0.2496 0.2885 0.3358 0.3841 0.4508 DeJoin2
0.2577 0.2963 0.3483 0.3945 0.4572 CMD SRM
0.2623 0.2987 0.3492 0.3875 0.4524 DeJoin4
0.2847 0.3279 0.3646 0.4112 0.4685 AsymMF4
0.2237 0.2546 0.2894 0.3313 0.3867 Synch
0.2258 0.2576 0.2957 0.3392 0.393 DeJoin2
0.2354 0.2672 0.3048 0.3473 0.4012 CMD maxSRMd2
0.2381 0.2713 0.3073 0.3407 0.3943 DeJoin4
0.2517 0.2844 0.3175 0.3581 0.4136 AsymMF4
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Table 3: Detection error Pg of MiPOD and GMRF methods and evaluation of the effect of synchronizing
the embedding changes in model based methods [37]

Payload (bpp)
Method | Steganalyzer
0.5 0.4 0.3 0.2 0.1 0.05
0.1821+0.0023 | 0.2218+0.0019 | 0.2723+0.0041 | 0.3274+0.0026 | 0.4051+0.0041 | 0.4511+0.0030 | MiPOD
SRM
0.1925+0.0028 | 0.2350+0.0035 | 0.2860+0.0043 | 0.3428+0.0038 | 0.4143+0.0036 | 0.4558+0.0024 | GMRF
0.1683+0.0037 | 0.2053+0.0028 | 0.2498+0.0034 | 0.3037+0.0028 | 0.3772+0.0028 | 0.4294+0.0037 | MiPOD
maxSRMd2
0.1595+0.0033 | 0.1949+0.0041 | 0.2467+0.0035 | 0.3078+0.0036 | 0.3830+0.0020 | 0.4361+0.0031 | GMRF U’ Jj
2

OV 2be ¥ kel VFeY Lo


http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-05 ]

[ DOI: 10.61186/jsdp.20.3.141 ]

Igixo b Guboio paguas (SIS YUS S YPY) 23 65I9 0

[\'ﬂ ](Lbdw).b Gilw,lged Jb w) ) SymMF 9 GMRF. MiPOD HILL s ey Pp pusian glas :(F - Jgu)
Table 4: Detection error Pg of HILL, MiPOD, GMRF and SymMF methods (Investigating the effect of costs smoothing) [39]

Payload (bpp) Method | Steganalyzer
0.5 0.4 0.3 0.2 0.1 0.05
0.2018+0.0027 | 0.2450+0.0025 | 0.2975+0.0055 | 0.3582+0.0026 | 0.4330+0.0029 | 0.4704+0.0024
0.1910+0.0020 | 0.2362+0.0039 | 0.2811+0.0048 | 0.3417+0.0031 | 0.4139+0.0031 | 0.4549+0.0034 | MIPOD
SRM
0.2005+0.0023 | 0.2444+0.0033 | 0.2948+0.0020 | 0.3530+0.0031 | 0.4210+0.0042 | 0.4581+0.0027 | GMRF
0.2178+0.0029 | 0.2683+0.0025 | 0.3136+0.0042 | 0.3746+0.0031 | 0.4412+0.0035 | 0.4623+0.0041 | SymMF
0.1789+0.0033 | 0.2169+0.0018 | 0.2590+0.0029 | 0.3094+0.0029 | 0.3732+0.0045 | 0.4237+0.0019
0.1846+0.0029 | 0.2212+0.0023 | 0.2684+0.0026 | 0.3231+0.0036 | 0.3902+0.0028 | 0.4416+0.0030 | MiPOD
maxSRMd2
0.1780+0.0024 | 0.2201+0.0038 | 0.2684+0.0035 | 0.3240+0.0020 | 0.3958+0.0032 | 0.4445+0.0020 | GMRF
0.2052+0.0024 | 0.2349+0.0043 | 0.2714+0.0018 | 0.3207+0.0036 | 0.3881+0.0029 | 0.4722+0.0027 | SymMF
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Table 5: Evaluation of the effect of synchronizing the embedding changes and using the sided information [43]

Payload (bpp) Method |Steganalyzer
0.5 0.4 0.3 0.2 0.1
0.2115+0.0019 | 0.2552+0.0026 | 0.3063+0.0031 | 0.3678+0.0036 |0.4356+0.0022 HILL
0.2631+0.0027 | 0.3015+0.0034 | 0.3498+0.0023 | 0.4001+0.0032 |0.4548+0.0021| CMD-HILL
0.2833+0.0018 | 0.3338+0.0034 | 0.3893+0.0019 | 0.4351+0.0025 |0.4747+0.0012| SI-HILL SRM
0.3263+0.0026 | 0.3673+0.0027 | 0.4075+0.0024 | 0.4426+0.0022 |0.4742+0.0012| nmSI-HILL
0.2061+0.0013 | 0.2640+0.0033 | 0.2948+0.0033 | 0.3510+0.0021 |0.4206+0.0021| MiPOD
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0.2590+0.0025
0.2725+0.0033
0.3109+0.0025

0.2985+0.0025
0.3181+0.0029
0.3543+0.0033

0.3439+0.0030
0.3672+0.0028
0.3897+0.0022

0.3912+0.0022
0.4139+0.0031
0.4242+0.0015

0.4419+0.0026
0.4578+0.0023
0.4611+0.0017

CMD-MIPOD
SI-MIPOD
nmSI-MIPOD

0.1887+0.0023
0.2413+0.0025
0.2669+0.0035
0.3096+0.0026

0.2264+0.0015
0.2681+0.0016
0.3191+0.0022
0.3509+0.0029

0.2703+0.0030
0.3142+0.0030
0.3740+0.0020
0.3983+0.0032

0.3188+0.0030
0.3568+0.0030
0.4336+0.0019
0.4442+0.0033

0.3863+0.0014
0.4125+0.0030
0.4832+0.0031
0.4818+0.0020
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CMD-HILL
SI-HILL
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0.1926+0.0016
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0.2313+0.0017
0.2793+0.0020
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0.3527+0.0026
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0.3233+0.0030
0.3743+0.0017
0.3952+0.0023

0.3331+0.0019
0.3669+0.0016
0.4344+0.0024
0.4463+0.0034

0.4002+0.0018
0.4249+0.0023
0.4805+0.0021
0.4806+0.0022

MiPOD
CMD-MIPOD
SI-MIPOD
nmSI-MIPOD
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Table 6: Detection error Pg for MiPOD with HILL-based variance estimator and the original MiPOD estimator [73]

Payload (bpp)
Steganalyzer Method
0.4 0.3 0.2 0.1
0.2213 0.2678 0.3206 0.3937 maxSRMd2 HILL -inspired
0.2142 0.2552 0.3101 0.3800 maxSRMd2 MiPOD
0.1545 0.1870 0.2470 0.3390 SRNet
HILL -inspired
0.1420 0.1826 0.2354 0.3575 SCA -SRNet
0.1146 0.1553 0.2222 0.3213 SRNet
MiPOD
0.1106 0.1384 0.1961 0.2952 SCA -SRNet
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Table 8: Evaluation of the effect of using adversarial examples for both HILL and S-UNIWARD methods [52]

Payload (bpp)
Method Steganalyzer
04 0.3 0.2 0.1 0.05
0.195 0.25 0.32 0.42 0.45 S-UNIWARD
0.2 0.251 0.325 0.42 0.451 AEN-SUNIWARD
0.225 0.28 0.355 0.43 0.47 HILL SRM
0.226 0.29 0.36 0.43 0471 AEN-HILL

YA ISSIXt JURS: R § TPRUINEE g
Oudsal iz e SO g Sl lo 95 nletig
D oo Dgite Sl Sgate Sl
s amme e Kok slagty, -
aile (S god oslaiwl suiiw 8 o il Sledol
L Sy s el gl LB HILL
olis MIPOD asile Jao 5 e cslagbs,
s Sglite s gl Jonll ains
Blas ay 1) Boo &b anie » i slagss,
Sy conl (i g5 50 &5 il
Jlo a1, Bl Joao o (e slagdy,
Byl sl el pgs az e ks 25 50 a5 wile e
Sl 4 e anje p (e 6Bk SR
o3l el 4y g 0gd oo K kel o> 5l
heslanl b 1) 095 ais Cds U ams 0
Arwgd g yemlil Laisn dey ol JUIST Sl
Slr e 0j9> o (SLuST S glagel 1y
g el (0l e ea ! i
et Jazo cglgel r sitne slagy, iy T
P S P8 e 1) ally sla Sy
3 et o Wiz 1 555 i s a5 Jlo
Solaad o o ks YLt o Steen
S5 s s LB sl s sl
Ll taidu o dgue 1) (Sloye 5 03,5 (6 ol>
P S U R USSIE ISR
a5 35S e B L silelr slah, atws
Al il i (bys 55T 5 o S &
LoaS By, @l gycnll S gilule 1) el
Oglme Dliets o Ol 1 6 pS e 3929
Sl Wlg o amo plxl )ldie O yg0 4 1) (g5lol>

25 3 Az gs 3 90 0an] slaiagh

abole dw (53 p (oo s Sig, - F-T-A
&b Fhb pase b con eSE &S ol s,
9 Sea ]y ply Gilulr 5 00g S e zlsel
Jsereyobas a5 Wjlew o STC asile 30 5 35S
oolitl (gilul> ly (LSB)ews cpyiss e 5
Coinl gl iluls uled Caenl @ a5 L S oo
P e 4l Glaogr )l (S a4 (o ks
DR azgs 0550 Gres S0l ulul » (LB, 5L
alole aw 6)'[4. P e 6&&9) J&.l L mlu)f
SISOk 95790 slagiy) 5l (Kloyme bl I 5500
aisly Cd iy J.wLu o)ig.j) Cﬁ.‘ Lol J.)Iu)i; s

JVSGA)‘WMUW ‘_g‘).g |) o|)5

ouss | S yuno -9
ool ISl s Logy) s ;08 6,k gl <)
Sis (S5 5l @l 4z ST ogd e 12 B
ol bl Wl e slacgogass L
Joe 5 @3 glrsel oo alexsl gz e LB
@lp ilag Gualas st jo se sl (o | ailig,
O S e WS S el
BB sl el )l dls ol b.élj sleas s
oS @ 5ls Ko Codguzme el aildy Jowe
ol o & cwl olad b jaseis glad g
S 0303] 092 bty 3do0 e glorgel
15ea b Coles 50 g9 cpl &5 amo o plis Jlozo
sladinze I bl pae Lo 4 culply saigd
Jo il aries cunyo M 0 s,k gl o bl
Slgs o 4 loasjo 5l o9 slo gl el S
Sly wod Jol> aildy aie 5l (2525 5 250L
@ bkl izen 0,5 18 axgsy5e oail
Gl yis S5 o] 50 o5 oe CuaBso b 6,k

OV 2be ¥ kel VFeY Lo

&


http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-en.html

ey 5
2 F 0T £ aTe oy” el oA
o AT | e
e T T T E | e bt o €50 9 e
of §O H _._...)up LT i o MO B el 1 O CFagle
Hore (mg e Rere) v A% c
MO (D (D vy B STy ST P Jw,bo Mg et GO ek NVOOH
5 > ol e P fme (@ WA | ogn ook i > o et fprozpax
AR N :
e (M Hope q o o oy 2«.«:14.13.%)4 1|J¢.,;w.a3., D e P 7 s
AP NS By A4 e g T T Sl P S SR R
- s .3 s 4 0 r 2 e e 1 ,
(5P ™) A Al v A ul..,,nc)..k. w.«...l.a.. { AB.?....“_ 2 v by v g S S e
3 ; a6 K Mgy et e € H A g™ ihfdy f gy (oD Ao
. G 57 s57v g ey = RS g (il ol 2 e i Y % OE ki
< " =P D e A0 Ale herr L
B 333“/1”.343 .Mﬁl.,q.ﬂ,:wcio“ v 22 iycmpeve € B P e ) el M0
[= : St < | MR Armce (o0 M e A o S0 T M0F R e
33 LR A L (Bl B 1 GO0 €M AN rmee 5w 9 | e it wtin® 3¢ 1€ 0 v
2 m A= o SN0 4 i 4 of : R GNTAAY
< m. Nilee
o £ aMe A%y T B ot § et et
g e i B i e LBQRUR ; RS
mu S P f—t eyt 0 e G50 Ass SN avy e T VD he S i e NY¥DH-1)
A = A (T avry w0 e 9 3 S ; NVO-1n
D m MO o™ e £ 5 05 b 50 e NYO-1asy
W 2 v of o 0 Mo € O
9 M ==y el AT e
%2 & R O W 6 c el 7| A o sy
a8 e i raer o570 [ G o o " L 4
4 s 7502 g eRires Gt o B g ¥ iyt o | e s AR 3O st € s
32 v s oy e BTa® Krp § ¢ Fem ) | et =S e € S gt wolaq
e " g v e (7 Wopr g B P HH2 T Vheeen e o | B0 ke A paer orfeD nn“ow»w
" Do B G b of Bopr —
i=a2) IS B e e 60 Gy il ot
Ty AP | S B Ay G0 o forrn S G e Mgy P AR Keltyf e § e
r—y Ay | S e o R e EERRE| 7 < 0 s a6 <o i | B A e @R e | v
b A S M S (R ere (10 gl v e el AR 0 o | e e § gl e 6009 nom
i e o we 0 & oo _lql.“u 2 ¥hgle r=m by COigTe v K e O9NH
HOHS v 79D By A v € 9503 e £ N v oyl Hr
Rl T T Yot g o 5 | e R e A e aod"iN
2 Tigle gv i Y ey (0 T gec i | WD iy 0 660 = D e i DAN
woe (1) Cigle ey oo (0 Moy o o [
Fisle il |7 & o Faadad

A6 ¥ (60D PNOE(S £Oor€id oropi€ ) oxeré)|

[ S0-TT-G20g uo 1roe-dspudps| woiy papeojumoq ]

&

: OY 2l ¥ 5,ll V.Y JLlo

[ T¥T€02°dps(/98TT9°0T :10a ]


http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-05 ]

[ DOI: 10.61186/jsdp.20.3.141 ]

055y 59 @lrse! ilwaneS lp 285 I8 om)
)5 A (Bme Abia (e g Je (e
5 iy dldy lp bl Jae Sy cass oS0,
oo ol ol s5lelr anld o 0sbce GO e
Bon e (Sl 9,50, 50 &S Jl e g ks
sladinse ggeme I Jol> glagel pulujanes 4
SR IO RCOUW P PP B RV FOWRR YV AL
WSy Gree 5L 2 K KOk o2
Syl go el LB (6 pTol elel 2 0,Sus, (nl 0
Sonr Sl S0l 9 Sl o RB, Ak, Sl aS
ol o Eglite ISl das 1.5 o 01 5 jlolz 3, Slac
b loly Jlain| 4idi ypass ,Sl, Al 320 05>
5ol sl GAN oS 5l L5 (g,e50l 5l eolic
Jododr &5 0,5 o0 opp de Jliol ald G
Spste el o555l 3 oI5 ol 45t s eslic
potde 5l 5es )y jo 098 oo Sl 5 (Sl e
3esnel cawsay sloasjo Plol sl L sladiges
St by S (nl 45 298 o0 ooliiul (iw (slaly,
Cozlr Sepsm Jel, 50 ebo R o See
5 ok R0k akele aw 5k (e 4z LSS
— R Axgi Oj9e (S 4 45 09d e L)l (00 S
ISP ENE

Saghyy o5 Sl onl (22 (Bly sl o
Silers oy n )90 SISO w8l 4 sl
Lol )]0 (o yss gl dcgazme g Loyl ol (Joo
4255 L 55 gy Jaa 553 slayiel s @ Loyl
Jae Ghjgel 5o layiall Bolay adgl oms)lade o
cds Luals el oaoiigel L 5l Jaw ool
slagty, (Sloypme (Shy ol webee Bk
3 eayinlil s e Sone | (LB s p50b p (e
5509y ookl 4 Ol S agh axg ol I
e 0 iz 6, Kol o bl

2 e S0k iy o GRS s
sbar oad (gilaly s (e B 650k
Miail 4L S 05 K | e oy s
et 355 5 ol sl sl ozl il oS,
Coiel g (Sloyre gy el yol ol a5 cll
@ S abole an 3k 2 e 4z LS slahs,
ooliiul dgzge (gilulr glaei sl 5l 4 ola g,
40,509, (rl &5 Sl sl g 00l 1 358 o0 S o
e i yde S Eag% Slp 6)bn by

By anngs o wiilyi oo 5 bl sla by, eizres =€
&S Pug g Dge sl plaoje ol gl
w}w o»)l.tb.w‘ ‘wlu)f)\)s ey 6)5.4 ),.05
Comola g Guoe loaSlil S im w axg b -
Folgen (bl SaS Clilicil 4 laased ol
CdS oy ply Gl Glp LW sSeb
S o> b il o lb] Clakie a5, sbay

o)

Gl p e slaghs, 4z ST oosl Lis
Sloyme 5 paeets Cobls Bl 5l 556 Geos
e slaghy, Sl el blae o
b syl sery o 4 bl wilaid S
4 azg Lol S Job Jod BB b
WJoe oigel 50 baytalil Solas adsl a0 lade
| ol 0 amsgtipal 3 51 Jae il
9,559) rlgycnlil wmd oo Sgue | Sl 5 alS
wanl Gl rasy o ol 1) cdian deily
oS g odiiw B iy (gileplRen GGl (g e
IR soon s ) prlee 5 oniin B (rizen
oo anwgi 1) by al Gy lgi so pmizren L0l
e ool S b aS SeS eaSll 4 oS
g 1, Ken
play ailo oo 5 el JUil (5,000 ol Baa -1
035 S Lag ol oS bl 45 (glisSa c
il conle Lo @y a5 Jboyo 139d o0 e
Lo b ol e ooy 350 2l il o o sloaSid
sl 51 (S ol pgad (Slojore g CodsS
S50k g e a2 LSS S0l slai,
S ol o (JSie ol b oyl HUS (6l sl Bans
by hiloncie yo b meomal slaas bl
yoba U oral slaaS jl oolaiul o5 eolatul

R I R v N T N

G5 s -
SIBO o Shs 5 pstde owyp & Alie ol )
eolie iy 8L 2 5505 b e g A3y gl
2o e sty by il Gl
Sy Geoe x50l p (e slahy) 5 sl
Gl s b1l ol il el 5o Q) Jgom o
o S b ey gl Jlisl asd abxe
Sy by lelr 18U glrsel pailsjanes

OV 2be ¥ kel VFeY Lo

§


http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-05 ]

[ DOI: 10.61186/jsdp.20.3.141 ]

Igixo b Guboio paguas (SIS YUS S YPY) 23 65I9 0

£

~

<

[16] Pourmohammadali, A, Pourmohiabadi, M,
Nezamabadi, H, "Safe steganography based on
matrix embedding to increase embedding rate
and efficiency," Journal of Machine Vision
and Image Processing, No. 4, pp. 17-28, 2017

Gosre 2l e dpe sl pate il [v]

OGNS S Sileite g (S sl 60K 2

ol 0wz (g, @) g S andies  Co

0 5(eole) Sledbl Jols g odgs slad cosal. "oje>
AYA0 VA-FY: (V)

[18] Fateh, M., Rezvani, M. and Irani, Y., A
new method of coding for steganography
based on LSB matching revisited. Security and
Communication Networks, pp.1-15, 2021.

[19] Bhardwaj, R. and Sharma, V., Image
steganography based on complemented
message and inverted bit LSB substitution.
Procedia Computer Science, 93, pp.832-838,
2016.

[20] Sahu, A.K. and Swain, G., High fidelity
based reversible data hiding using modified
LSB matching and pixel difference. Journal of
King  Saud  University-Computer  and
Information Sciences, 34(4), pp.1395-1409,
2022.

[21] Noorazar, A, Nowruzi, Z, Mir, M,
"Providing an improved method for image
steganography based on linear code features,"
Electronic and cyber defense. No. 5, pp. 43-
53, 2017

1S 10 9 el 0 S39x9 e 3 [¥v]
P e gl Bk slp adlbog by, 4l
b 5 (Sig i iy, Jas sl oS glo (S
\WAS OYFY o0 o)l

el Kl e el g gy, 06 [¥v]
aloeo," 4 ogisnS colps BB Jlade jo plas

o T oplads . Dledlb] 6)5lis g o5 il (ipgim ole
\YAA L2200

[24] Sabeti, V, Ahmadi, S, "Adaptive
steganography of images in the difference of
discrete cosine coefficients,” Journal of Soft
Computing and Information Technology. No.
9, pp. 55-66, 2019

[25] Filler, T. and Fridrich, J., “Gibbs construction
in steganography,” IEEE Transactions on
Information Forensics and Security, vol.5,
no.4, pp.705-720, 2010.
[26] Li, B., Tan, S., Wang, M., and Huang, J.,
“Investigation on cost assignment in spatial
image steganography,” IEEE Transactions on
Information Forensics and Security, vol.9,
no.8, pp.1264-1277, 2014.

[27] Pevny, T., Filler, T., and Bas, P., “Using
highdimensional image models to perform
highly undetectable steganography,” in
International Workshop on  Information
Hiding, pp.161-177, Springer, 2010.

[28] Holub, V. and Fridrich, J., “Designing
steganographic distortion using directional
filters,” in 2012 IEEE International workshop

OV 2be ¥ oLl 1Py Lo

7-References &l -V

[1] Fridrich, J. Steganography in digital media:
principles, algorithms, and applications.
Cambridge University Press, 2009.

[21 Kipper, G. Investigator’s guide to
steganography. crc press, 2003.

[3] Bacon, F. and Watts, G., “Of the advancement
and proficience of learning, or, the partitions
of sciences, ix bookes,” 1983.

[4] Britannica, E., “A dictionary of arts, sciences,
and general literature,” Edinburgh: Adam and
Charles Black, 1875.

[5] Simmons, G. J., “The prisoners’ problem and
the subliminal channel,” in Advances in
Cryptology, pp.51-67, Springer, 1984.

[6] Ker, A. D., Bas, P., Bbhme, R., Cogranne, R.,
Craver, S., Filler, T., Fridrich, J., and Pevny,
T., “Moving steganography and steganalysis
from the laboratory into the real world,” in
Proceedings of the first ACM workshop on
Information hiding and multimedia security,
pp.45-58, 2013.

[7]1 Holub, V. and others,. Content Adaptive
Steganography: Design and  Detection.
Citeseer, 2014.

[8] Fridrich, J., Soukal, D., "Matrix embedding for
large payloads”, Information Forensics and
Security, IEEE Transactions on, Vol. 1, pp.
390-395, 2006.

[9] Gao, Y., Li, X, Zeng, T. Yang, B,
"Improving embedding efficiency via matrix
embedding: a case study", in Image Processing
(ICIP), 16th IEEE International Conference
on, pp. 109-112, 2009.

[10] Zhang, X., Zhang, W., Wang, S., "Efficient
double-layered steganographic embedding"”,
Electronics letters, Vol. 43, pp. 482-483, 2007.

T IS SE T DS SIRTTI RS ]
P Sy e Sz bl By 6 B0k
Ol SigpSH 5 G odige dlma” mhawgs pglas

VAN FA-YY o, F o, laid
[12] Mahdavi M, Samavi S, Khodami E.
Steganography in Halftone Images based on
Relative Complexity of Pixels. Journal of

Iranian  Association of Electrical and
Electronics Engineers, 6 (1) :37-49, 2009.

10grma 55k g hle o Gy Ole> ) ey Sl [W]
9 oo Sobyb b ol )0l waz by, S
Wy (slyyslis 5 pole oole dolihad” Vo s pay uiS
WWAY VY o, Foylad opgi

[14] Soleimani, R, Haghbin, S, Niazi, M, "A New

Method of Comparative Steganography with

Scalable Capacity and High Visual Quality,"

Quarterly Journal of Modern Defense Science
and Technology. No. 4, pp. 1-14, 2013

s g e s @bl (royg y Lojle, Jesamoys V0]

il Silule p e el Kol ) e 5ol

5 oy il alzs Gilulz 833l 5 £ Ll cux
VWP YAV o ¥ oyl s L3,


http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-05 ]

[ DOI: 10.61186/jsdp.20.3.141 ]

IEEE International Workshop on Information
Forensics and Security, Rome, Italy,
November 16-19 2015.

[41] T. Denemark and J. Fridrich. “Model based
steganography with precover,” In A. Alattar
and N. D. Memon, editors, Proceedings IS&T,
Electronic Imaging, Media Watermarking,
Security, and Forensics 2017, San Francisco,
CA, January 29-February 1, 2017.

[42] T. Denemark, “Side-Information For
Steganography Design And Detection”, State
University of New York at Binghamton, 2018.

[43] Boroumand, M., Fridrich, J., “Synchronizing
embedding changes in  side-informed
steganography”, Electronic Imaging, vol 2020,
no 4, bll 290-291, 2020

[44] W. Su, J. Ni, X. Li, and Y. Q. Shi, “A new
distortion  function  design  for  jpeg
steganography using the generalized uniform
embedding strategy,” IEEE Transactions on
Circuits and Systems for Video Technology,
vol. 28, no. 12, pp. 3545-3549, 2018.

[45] L. Guo, J. Ni, W. Su, C. Tang, and Y. Q. Shi,
“Using statistical image model for JPEG
steganography: Uniform embedding
revisited,” IEEE Transactions on Information
Forensics and Security, vol. 10, no. 12, pp.
2669-2680, 2015.

[46] X. Hu, J. Ni, and Y. Q. Shi, “Efficient jpeg
steganography using domain transformation of
embedding entropy,” IEEE Signal Processing
Letters, vol. 25, no. 6, pp. 773-777, 2018.

[47] K. Chen, H. Zhou, W. Zhou, W. Zhang, and
N. Yu, “Defining cost functions for adaptive
jpeg steganography at the microscale,” IEEE
Transactions on Information Forensics and
Security, vol. 14, no. 4, pp. 1052-1066, 2019.

[48] X. Liao, Y. Yu, B. Li, Z. Li, en Z. Qin, “A
new payload partition strategy in color image
steganography”, |EEE  Transactions on
Circuits and Systems for Video Technology,
vol 30, no 3, bll 685-696, 2019.

[49] Q. Giboulot, R. Cogranne, and P. Bas.
Synchronization Minimizing  Statistical
Detectability  for  Side-Informed  JPEG
Steganography. In  IEEE International
Workshop on Information Forensics and
Security, New York, NY, December 6-11,
2020.

[50] J. Butora and J. Fridrich. Steganography and
its detection in JPEG images obtained with the
"trunc" quantizer. In Proceedings IEEE,
International  Conference on  Acoustics,
Speech, and Signal Processing, Barcelona,
Spain, May 4-8, 2020.

[51] R. Cogranne, Q. Giboulot, en P. Bas,
“Efficient Steganography in JPEG Images by
Minimizing  Performance  of  Optimal
Detector”, IEEE Transactions on Information
Forensics and Security, 2021.

[52] Filler, T., Judas, J., and Fridrich, J.,
“Minimizing additive distortion in
steganography using syndrometrellis codes,”

on information forensics and security (WIFS),
pp.234-239, IEEE, 2012.

[29] Holub, V., Fridrich, J., and Denemark, T.,
“Universal distortion function for
steganography in an arbitrary domain,”
EURASIP Journal on Information Security,
vol.2014, no.1, p.1, 2014.

[30] Fridrich, J. and Kodovsky, J., “Multivariate
gaussian model for designing additive
distortion for steganography,” in 2013 IEEE
International Conference on Acoustics, Speech
and Signal Processing, pp.2949-2953, IEEE,
2013.

[31] Sedighi, V., Cogranne, R., and Fridrich, J.,
“Content  adaptive  steganography by
minimizing statistical detectability,” IEEE
Transactions on Information Forensics and
Security, vol.11, no.2, pp.221-234, 2015.

[32] Sedighi, V., Fridrich, J., and Cogranne, R.,
“Content adaptive pentary steganography
using the multivariate generalized Gaussian
cover model,” in Media Watermarking,
Security, and Forensics 2015, vo0l.9409,
pp.144-156, International Society for Optics
and Photonics, 2015.

[33] Li, B., Wang, M., Huang, J., and Li, X., “A
new cost function for spatial image
steganography,” in 2014 IEEE International
Conference on Image Processing (ICIP),
pp.4206-4210, IEEE, 2014.

[34] Li, B., Wang, M., Li, X., Tan, S., and Huang,
J, “A strategy of clustering modification
directions in spatial image steganography,”
IEEE Transactions on Information Forensics
and Security, vol.10, no.9, pp.1905-1917,
2015.

[35] Denemark, T. and Fridrich, J., “Improving
steganographic security by synchronizing the
selection channel,” in Proceedings of the 3rd
ACM Workshop on Information Hiding and
Multimedia Security, pp.5-14, ACM, 2015.

[36] Zhang, W., Zhang, Z., Zhang, L., Li, H., and
Yu, N., “Decomposing joint distortion for
adaptive steganography,” IEEE Transactions
on Circuits and Systems for Video Technology,
vol.27, no.10, pp.2274-2280, 2016.

[37] Su, W., Ni, J., Hu, X., and Fridrich, J.,
“Image  steganography with  symmetric
embedding using gaussian markov random
field model,” IEEE Transactions on Circuits
and Systems for Video Technology, 2020.

Oyl sl el glhe sl e [YA]

ol gt Glase gl » s olite S0l

JFe ) Sledbl g5l 5 it

[39] B. Abdollahi, A. Harati, and A. Taherinia,
"Non-additive image steganographic
framework based on variational inference in
Markov  Random  Fields,” Journal of
Information Security and Applications, vol.
68, p. 103254, 2022.

[40] Denemark, T., Sedighi, V., Holub, V.,
Cogranne,R., and Fridrich, J., “Side-informed
steganography with additive distortion,” In

OV 2be ¥ kel VFeY Lo


http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-05 ]

[ DOI: 10.61186/jsdp.20.3.141 ]

incomplete cover model,” in Proceedings of
the thirteenth ACM multimedia workshop on
Multimedia and security, pp.69-76, 2011.

[66] Kouider, S., Chaumont, M., and Puech, W.,
“Adaptive steganography by oracle (aso),” in
2013 IEEE International Conference on
Multimedia and Expo (ICME), pp.1-6, IEEE,
2013.

[67] Zhang, K. A., Cuestalnfante, A., Xu, L.,
and Veeramachaneni, K., “Steganogan: high
capacity image steganography with gans,”
arXiv preprint arXiv:1901.03892, 2019.

[68] Yedroudj, M., Comby, F., and Chaumont,
M., “Steganography using a 3player game,”
Journal of Visual Communication and Image
Representation, p.102910, 2020.

[69] W. Shi and S. Liu, "Hiding Message Using
a Cycle Generative Adversarial Network,"
ACM Transactions on Multimedia Computing,
Communications, and Applications (TOMM),
2022.

[70] Bas, P., Filler, T., and Pevny, T., “break
our steganographic system”: the ins and outs
of organizing boss,” in International workshop
on information hiding, pp.59-70, Springer,
2011.

[71] Denemark, T., Sedighi, V., Holub, V.,
Cogranne, R., and Fridrich, J., “Selection -
channel aware rich model for steganalysis of
digital images,” in 2014 IEEE International
Workshop on Information Forensics and
Security (WIFS), pp.48-53, IEEE, 2014.

[72] Ker, A. D., Pevny, T., and Bas, P,
“Rethinking  optimal  embedding,” in
Proceedings of the 4th ACM Workshop on
Information Hiding and Multimedia Security,
pp.93-102, 2016.

[73] Butora, J., Yousfi, Y., and Fridrich, J.,
“Turning cost based steganography into model
based,” in Proceedings of the 2020 ACM
Workshop on Information Hiding and
Multimedia Security, pp.151-159, 2020.

Igixo b Guboio paguas (SIS YUS S YPY) 23 65I9 0

SliSs sl s e sl
FVEY Jle e eshas Shge
g Al o |y bl IS S e
OlesS paly aaped sl 5l Sganals
Shly J8leys wlpl selis)ls
s WYAY ladle o sy @ sl dxie oKils
Gilwdoe Jolss ol samgs @M o5 cél,e VYA
Geot 650k g ol pgar by (Yl
5wl @)le olasl bl Slas
b.abdollahi@mail.um.ac.ir

&

OV 2be ¥ oLl 1Py Lo

<

IEEE Transactions on Information Forensics
and Security, vol.6, no.3, pp.920-935, 2011.
[53] Pevny, T., Bas, P., and Fridrich, J.,
“Steganalysis by subtractive pixel adjacency
matrix,” IEEE Transactions on information
Forensics and Security, vol.5, no.2, pp.215-

224, 2010.

[54] Fridrich, J. and Kodovsky, J., “Rich models
for steganalysis of digital images,” IEEE
Transactions on Information Forensics and
Security, vol.7, no.3, pp.868-882, 2012.

[55] Goodfellow, 1., PougetAbadie, J., Mirza, M.,
Xu, B., WardeFarley, D., Ozair, S., Courville,
A., and Bengio, Y., “Generative adversarial
nets,” in Advances in neural information
processing  systems,  pp.2672-2680,2014
[56] Szegedy, C., Zaremba, W., Sutskever, 1.,
Bruna, J., Erhan, D., Goodfellow, 1., and
Fergus, R., “Intriguing properties of neural
networks,” arXiv preprint arXiv:1312.6199,
2013.

[57] Zhang, Y., Zhang, W., Chen, K., Liu, J., Liu,
Y., and Yu, N., “Adversarial examples against
deep neural network based steganalysis,” in
Proceedings of the 6th ACM Workshop on
Information Hiding and Multimedia Security,

pp.67-72.2018.

[58] Tang, W., Li, B., Tan, S., Barni, M., and
Huang, J., “Cnn based adversarial embedding
for image steganography,” IEEE Transactions
on Information Forensics and Security, vol.14,
no.8, pp.2074-2087, 2019.
[59] Ma, S., Zhao, X., and Liu, Y., “Adaptive
spatial steganography based on adversarial
examples,” Multimedia Tools and
Applications, vol.78, no.22, pp.32503-32522,
2019.

[60] Liu, M., Song, T., Luo, W., Zheng, P. and
Huang, J., “Adversarial steganography
embedding via stego generation and selection”
IEEE Transactions on Dependable and Secure
Computing, 2022.

[61] Qin, X,, Li, B, Tan, S., Tang, W., Huang , en
J.,  “Gradually  Enhanced  Adversarial
Perturbations on Color Pixel Vectors for
Image Steganography”, IEEE Transactions on
Circuits and Systems for Video Technology,
2022.

[62] Tang, W., Tan, S., Li, B., and Huang, J.,
“Automatic steganographic distortion learning
using a generative adversarial network,” IEEE
Signal Processing Letters, vol.24, no.10,
pp.1547-1551, 2017.

[63] Yang, J., Ruan, D., Huang, J., Kang, X., and
Shi, Y.Q., “An embedding cost learning
framework using gan,” IEEE Transactions on
Information Forensics and Security, vol.15,
pp.839-851, 2019.

[64] Li, F., Yu, Z. and Qin, C.,” GAN-based
spatial image steganography with cross
feedback mechanism” Signal Processing, 190,
p.108341, 2022.

[65] Kodovsky, J., Fridrich, J., and Holub, V.,
“On dangers of overtraining steganography to


mailto:b.abdollahi@mail.um.ac.ir
http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-11-05]

[ DOI: 10.61186/jsdp.20.3.141 ]

SHae WWAY Jls o Sl asl
5 Femas b wd)l olild)ls
Jlo 5o 5 ol oKls 511, St
dwge 511y 095 (gl xSs VYAV
(ETHZ) &j55 Jsé 5k

2 89 3,5 8Ly e B)g)
095 Jletils lpie 4yl Jl>
Clld Jlo 50 dgd (g0 9 olKile ¢ fgrnals (puiige
A g0 og 4y b, STl Jels o Slidss 3dle ool
ol (VLo (slaJoe 5 (95 (6505 0k (s
el ke eylag) BbLI, Sles

a.harati@um.ac.ir

Spe gl el
2 OVYAY Lo |y 0gs alis)ls
oBails 5l ygualS cwaige aid,
g 2] ol g Sgtie (g8
P FeelS wsige IS
oSals 5 VTR 5 VTAD sla L

Oles @ yols o )5 (g9 0,5 S8l s ypd Jeio
5 M gwy,d olKils ¢ igaalS cwdige 09,5 Luidls
Coral ol gl ciegh @M ol clllé -
Jie Uil g ool gilunlen  slaile o

el gl i

Sl el ke o Liy) &L, Les

OV 2be ¥ kel VFeY Lo


mailto:a.harati@um.ac.ir
http://dx.doi.org/10.61186/jsdp.20.3.141
http://jsdp.rcisp.ac.ir/article-1-1302-en.html
http://www.tcpdf.org

