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Abstract
The science of hiding a message containing information in a carrier medium is called steganography,
and the attempt to detect the presence or absence of a hidden message in a cover medium is called
steganalysis. The MP3 compression format has been used among audio data as a suitable and
comprehensive host for information encryption, and various encryption methods have been designed
for this purpose. In this research, the aim is to present an algorithm for audio ateganalysis,
specifically for compressed audio files in MP3 format, in which some data has been embedded using
MP3stego software. To prepare encrypted data, text files with random texts have been used. First, by
d. using the side information extracted from MP3 files, the necessary features are extracted and the
"U}, audio data, which includes two categories of stego files and clean files, is divided into two parts:
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training data and test data. And then, using machine learning techniques (support vector machine),
the detection system of infected files and clean files is designed, and finally, the efficiency of the
system is measured using the test data. In this paper, a new feature called spectral peakiness (SPK) is
extracted from the side information of MP3 file. The proposed system was tested using separate test
data, which includes clean files and stego files with various encryption capacities, and it distinguished
clean and stego files with 100% accuracy and without error. The results indicate the perfect
classification of stego and clean files while reducing the computational complexity and increasing the
speed of steganalysis compared to other methods.

Instead of using the audio signal information stored in the MP3 file, the proposed method uses the
side information of the MP3 file, which is less dependent on the audio content of the file. In this
method, the MDB side information in the compressed audio file is assumed as a sequence, and then,
using a feature extraction method, a new feature in the frequency domain called spectral peakiness is
calculated. This simple yet powerful feature is combined with features such as temporal average and
spectral average of the MDB sequence and forms a low-dimensional (three-dimensional) feature
vector. This feature vector will then be classified by a support vector machine (SVM) classifier as a
suspicious file or a normal file. The feature extraction method, while being simple and having very
few calculations, has 100% accuracy (recognition without any error) for MP3 files, even when the

amount of the hidden information in the audio file is very low.

Keywords: Compressed Audio File, Audio Steganography, Audio Steganalysis, MP3, MP3stego.
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(Figure 5): Block diagram of the training stage for the proposed system

MP3 to Wave Hide Data Extract Side Feature
MP3 Dataset Conversion [—»  using " Information(Main [—» Extraction
MP3Stego Data Begin seq.)
Support Vector
Machine - Binary
F’ Classifier
Extract Side Feature
» Information (Main [—® Extraction
Data Begin seq.)

TSy oY)

dasin Jouo laca ol 5l as s, S
S Jloses G g g0 00y pl «ailoli o ,Slas
Gbls S 25 o)l 5 pais Gl a5 el
gy go oolaiwl 59390 dnaals

Af—.
TP | FP
- FN TN
FP
™
A
FN/
100% -
Y s .’.,
% P ’
> o? ’
:g / ’ 3
3 . s
e ‘. b7
o o
E |
i .
d "
>

0% FPR (1-Specificity) 100%

dilolw 29,5 iliso WYl 9 STy oo (i lod (P )
(Figure-6): The ROC curve and types of system errors
Er ole slr el py S8 Ojg0a oS ST, i
(FPR) Lle 23y 25 »lr o (TPR) memo (ndy
29 3 ol (v (nl (G950 j5me 09,00 5
ol (V- She) olea QT L]

&

2 Receiver Operating Characteristics

Fe 2l Vo, VFeY Jlo

45LOL~0 6)325‘>l?. —“—“
SVM) ez oy il 5l brools sunasdls ol

ool pile (6 80L jo ojllal b oS S aS
G aS oy 3l plesiiy oy il Laewload solaul

oolil g go iiS ((J)S) ded (e g, O]
lad a5 aijls 0gzg omlei @ly jo gyl jo A (o
Mo bl ol g 008 S8l 1) b dw (699
(o nl S e Jias VL dw ol 4 s e
lad o b Ojpen gilube e diee S
b Oionr ilulaz BB i Soa |y ol as

WS oo s YL s slab

albolw ug.o)T -f-y
abls 4 MP3 g0 LL S Oges] A e o
aaxgil a5 anlgs o dilelus 51 9090 o0 0,4 o3 so3g0!
S (BB pl 45 ams asid sdelcassas sla S
slo b caslons 6,0l LB SO L cwl e L6
LS g 00l sols says ijsel wleles & oz Jloceuz
dmlie 0959 R @2 oz p b alble (295
D9 50

oo Bgel albol Cibge i (b)) et 51
Cewloads oolawl AUC (Lo g ROC e

! kernel


http://dx.doi.org/10.61186/jsdp.21.2.55
http://jsdp.rcisp.ac.ir/article-1-1273-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-15]

[ DOI: 10.61186/jsdp.21.2.55]

9 U9l lp iged do oai Sl Lges Canngs oyl
Ao ol g ead aie Geejl Siuiear digel deo
L MP3Stego Kl laws diges oy diges
OVCINER POR /A RNV P VA SO NG N 2
Sly g 0als 6, Kk (MP3Stego l38le 5 (g3lwyless
Ol polaieay ol oslitul ialesl g (hjeel ol
Moy S5l R0k cuzr calie e sla bl
is,ge slocudl L sl e saiSuly

Cwlodds oolatwl s yous g ds ol ws 0 S

Wav & MP3 b 1 Cwyd Jo -Y-F
o>y MP3Stego i3l L o, W0lks aslsilyl
MP3 sl bl laml osde pbul  (gjlwes id
[14] Jowo Jl3ley Lawgs ools SSL 5l sl Seiul
5wy ol el o hos Wav cw s 4 OGG

Dy ss g jedg b

%0 B LB L oul 5 S5l Jol adgi -Y-F
by wWav esjzdie glahl T
;o MP3Stego wiss oo 5,50ls MP3Stego |38l
Dgd g0 plml R 2 sly alilaz 5 59005 Gleyd L
sl (o Kol e plxl I Glasbl jglaied
S o USie Gl bl e 5 oal oliSas Al

Lloals anlds

sl oledbl &l el -F-F
!y (mdb) main_data_begin 5o ,lsl s polie
(@) oosll sla Ll sl 5 (ailiey) jees MP3 L
oS g gl il Todio bases )0 oadagd &by by
R iy MP3 L wisai o sl odls 5 050
slwl (clbize glacad b L) oad Kol blie

Pyt

Sro b Se sl mdb e polie (A) JS4 50
Cawloads ooloylis Al Sge b S g ailig

Jeito Jawgie Jake 098 0 cuslin 4T jsbyles
Cawlos S o mals wles LB 1, mdb

A o gl osls l digains slass > o cpl 4o
Al yge3l Ao Glp K0 Lgeio dlass g 4594

Sg g0 (6 jlwlax

(AUC) 16‘) (S0 3 ) ("_Lb.w -Y-¥-Y¥

S Sl gowe ) mhe sl Ko segpie
Wlg oo ab g0 odl AUC jlaizlay  Jgors jsba
g o b3, (V) IS8 ST bl 1) aslele s,
UYB)O‘)ML“L““C"L“’W)QQ‘)*"ﬁ‘S‘) ey
2o oo las Gglaie

ROCCurve ROCLurve
s ac-100% L7 B 5 ROC Curve
£ o £ 2
Z @ Z Z
H . z
4 < i ¢ g
= ="C) Mline 2 = e 500%
o o S Chance”liae 5 pr AuC = 50%
& E £
o AuC = 75%
FPR (1 - Specificity) FPR (1 - Specificily) FPR (1 - Specificity)
Txeellent Gond No Separabiliy

Overlap = How well the model separates Negatives and Positives

STy oo g dilobes Lansedd @ yad bl igles (V- JSi)
(Figure-7): The relation between ROC curve and
recognition accuracy
L d—‘LL"" b.lS u"-"ﬁs }‘ Q‘?SGA AUC )-.’.°L5-‘° el 6‘)9

1,5 oolaiwl 3 Jed

Glolu (ausld @yad gusodiws :()- Jgus)
(Table-1): Recognition ability of the system according to

AUC value
905 (P & yu8 §09 HlaiAUC 4o
(o903 2l (sas ) (SHMROC
I sl VG +/4
Sk A /A
Jawb Jils NG Y
QP &)ad 9wy +/0

oubolinl (slo i loji-F
eoleig by, sl Jrle myasa bl o
NSNS

MP3 Cw yd glaools SSL-V-F
sols SSb 3l cduleyl 5 (chigel slaosls (ol sl
Jols SSU ol cnlonds salazwl [VF] Twiges g0
Cool MP3 e 8 Lo, lailinl sla b1 g0l slass
plog aiload  gumaiws Glise slagly ,o s
OB olbacgeme o cadosliiul  Jge sla LB

Gilwos s 75 b laslos g ul sl Ll
3o 44100HZ (6,0 paises &, 9 128Kbps

b D] age cilie sla Sm

3l dgeicangs ol SSL ol sleosls ol

®*MATLAB

! Area Under the ROC Curve
2 Dortmund

Fo 2be ¥ oLl 1FY Jl


http://dx.doi.org/10.61186/jsdp.21.2.55
http://jsdp.rcisp.ac.ir/article-1-1273-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-15]

[ DOI: 10.61186/jsdp.21.2.55]

Oblo (6015 3L )l odlaiawl by (5390 03 Jid sla Jald s9ls Yl

B0

B0

Jolas dA]l S0 gz yo yo caslons (5,55 AV
L plp AUC laie iSTas> o 2))) EER slbs

A7 L ol F-measure jlaie 2Slas o7 42.4Y
ol J.uLs odbosly pi, Xl Ho &dlg e (anlosy
Sbrml aely 5 005 by mdb ase 55, 2 6,8
009l Gla JUiSiw o comlin sabains 5 ples
D9 so e g

bl 5l eslitul Vb L ez 4zl
SBOLS 035109 wd )3 s MP3 C 3 b (g0 85,28
alhd o mdb S5 5l eslatwl MP3stego
slahls ololis ly (295 Jlpl Wl e g0k
Sk Ghgy ool b oad 6,50

R ui"b i sbj;‘ 9 yr ez

ol sl (c\.QlS 0 )’l ).,.W.,)
Precision & Recall
1 ) 1 4 5 8

.Thresr‘ad
5B 50 (Precision) cds Jowiw )l o led ((R-JSCh)
o jo golpsuiny ailobw (gly (Recall) (55510 S
a5 9bples (Ll (pFecw) 1) 6ok wudyb

e hl laded canlaiuniles golgdiy diloluw gl o0 00y

(1Yer &80) Wb cwwd F1=100%

(Figure-9): Precision versus Recall curves for the proposed

system at 1% embedding capacity.

G bawe Sl cove (1) USG50 a5 jebles
(V) Jsdzds azgil g oadosloplis golpains alolu

o oyl e solgring alil jads &0

Gcad b (ol p b i loT doeis (Y- Jguz)

SISk wlise
(Table-2): Experimental results for different embedding
rates (capacities)

(1) )0k wud b e F-measure EER
Mp3stego .
oo = Ll — 1) ! He ’

Fe 2l Vo, VFeY Jlo

Awd 99

8
53

| I |
L] |
| \

| | |
Mol .
| ,\|V ‘”\"w."w"’ﬁ“‘f’u ‘\ \\w ] ‘/
W | | | W
|

=
=

&
S

‘\ | I u' "

<

=1
3

IS

Main Data Begin sequence, MDB(m)
R

100 150
Frame Number (m)

(WA - Jsi)

MDB Spectrum for Clean MP3 File
MDB Spectrum for Stego MP3 File

100 |

.
ﬁlf"mm\ . .
U | lﬂ, r( M i ‘IW/ W i UW }“& l‘m Jiih! w ( m

I L L L I
0 2 4 6 38 10 12 14 16 18 20
Modulation Frequency (11z)

(A=)

il mdb o JSb 53 (6,508 35 amalio (A JSC2)
S8 9 (S5 o) 505 118 (sl lo 395 55 mdb AL ds o
o mdb A5 4 599 s v 5 g liio — (S 30,9) 039l
(355 50,8) 03901 ylb 3 (S5 () 5005 BB 12 ilS 8 859>
(Figure-8): Effects of steganography on the shape of MDB

side information — A: MDB in time domain, B: Fourier
spectrum of MDB in frequency domain

i

|

Spectrum of Main Data Begin sequence (dB)

S 53 S5 b Ailolus b 3901 ~O-F

G SFro bbbl ganas gy

ddiws Sl ‘omd)lijLQJ 9 o\.xil’:(_;‘)li;()l.e‘)

Sy eiile Hais 90 dnazws LCasloads solaiul 59090

sl (VM) oLy

ailobw (39051 (3,5 -F
3ol 8adlaz sl onds b aileles (y3051 sl
dgasdus gl p LAl Cows g &l dilobe 40l g
Joaz 5o el J5S B0k sl 2 ln
&l dol> s aSlxljl casloas @11 Ve g0+
Gl bSS ml wal alin cud b ausan 2
Cawloads

Joie [f] am e jo oaipbxl slasialesl o
ade main_data_begin xe slp cud 8o 1Sl


http://dx.doi.org/10.61186/jsdp.21.2.55
http://jsdp.rcisp.ac.ir/article-1-1273-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-15]

[ DOI: 10.61186/jsdp.21.2.55]

BB o endle Sledbl a5 gley s> (Uas g
A2l S g 08 Sl Fgo

6-Refrences &=l —F

Glools 5 G0 b absl wlez o Bolizs )]

ooloy saSamgh  ollaml s coledbl
AYAY (o5dle wialign

[2] H. Ghasemzadeh, and M. H. Kayvanrad,
“Comprehensive review of audio steganalysis
methods”, IET Signal Processing, vol. 12, pp.
673-687, 2018.

L MP3 so o bl 6ol ol cole)l wiglls

AYAF woliile S o5, oKl wad | ol IS

[4] R. Kuriakose, and P. Premalatha, "A novel
Method for MP3 Steganalysis", Proceedings of
Intelligent Computing, Communication and
Devices, ICCD, New Delhi, India, 2015, pp.
605-611.

[5] H. Song, T. Hu, Y. Huang, and M. Guo,
"Detecting MP3Stego and Estimating the
Hidden Size", in WSEAS International
Conference on Computers, Athens, Greece,
2003, pp. 2881-2884.

[6] X. Yu, R. Wang, D. Yan, and J. Zhu, "MP3
Audio Steganalysis Using Calibrated Side
Information Feature", Journal of Computational
Information Systems, vol. 8, pp. 4241-4248,
2012.

[7] C. Jin, R. Wang, D. Yan Ma, P. and K. Yang, "A
Novel Detection Scheme for MP3stego with Low
Payload", in IEEE China Summit & International
Conference  on Signal and Information
Processing, ChinaSIP, Xi'an, China, 2014, pp.
602-606.

L MP3 Sgo sl bl oL ol Lopde (Sl (Al

AYa0 ‘OL.M.)LO)S “5)") olKiilo ‘du:::)‘ @ML.AAJ)[S

Samys g asbiosly colnl jo, crezul ujSesly 09,5 [4l

w3 llpg el Jols g adg slad ol

iyl S oSl ede ol lal annbe ol 45
Ava¥

Slgeol 6)&0@" Ao (R (S9N [v.]

st Rl iyl ol AL oLl " s

Glwsie slais," wible s, oleeskw [V

b oLl MP3 Sse b bl s cledl

el lehol saro olfiils i)l lis IS
Avay

v

100 False Positive(False Alarm) rate & False Negative(False Reject) rate
T T T T T T )

FPR (%)
FNR (%)
©  EER point| |

80 [

0 Py s . . . . . . .
-1 0 1 2 3 4 5 6 7
Threshold

(FPR) oLl (o pdy slbos £ 5 (G 5 (o2 lod :(Ve— J5C)
@bl 5y (FNR) ol 8y slas & 5 oo HLS 5o
ot i) 1) (55 Bl Sy Il 53 (goleiiay

60l Blobw g o0 0y 8 4 Heblon (cl>

(s y9us) Wb Ccawd EER=0% las lodody Cawldiniles

(Figure-10): FPR versus FNR curves for the proposed
system at 1% embedding capacity.

(S S 4o -0
Gl o clodbl Kol w3 gl
s34 ol Raagh ol yo 1) ook 4z g (slaile0ux
PO 5 ody slad cund W l cwls S Gl
@iS g g3le, 55T 5 ool ol plomil aidly coledlbl
ol ol o Sdbl a5 glals us Dby
s Wlisrls 15yl Sleld ey Cape] el
AL G slahl lp war ol b,
ot eSSl eslanul L ol s as MP3
gy Cawloads il woals leay  Sledlbl MP3Stego
Sgo JuSew Ml Al glray sl

Sled| )‘ WS eolawsl MP3 J)ls 3O 000 g
@GS (Shly &5 0pF o0 oy BB (Sl

OleMbl by, ol e wyls bl Sse Ol
Alis G olsieas 00,88 Sgo LB o MDB >
gl Ghg) ol esliiul b (s g 09500 (22
Pl oS8 89 )0 war Fhy o (S
5 ool Ty (nl Dedee drelme b og)loald
5 Sy ke gz oo Sy b 58 J e y0
SS9 ol 3.8 MDB dlos dls (b .Sl
o3 e LS 1) (Gaman) o8 olal b S5y oy
£ 3 wnaiwd Sy Alewgh G Sy Hlor
FB o Glgea VM) glaay by et
(OleMbl w38) ole LB L (S gSiw) oais KSles
Sry gl Gy, ab el asls
Sy pS Sl Slaslre ils g Gagrosluiyee jo
eolidib) ols LV e e =38 MP3 sla bl s4l5 ks

Fo 2be ¥ oLl 1FY Jl


http://dx.doi.org/10.61186/jsdp.21.2.55
http://jsdp.rcisp.ac.ir/article-1-1273-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-15]

[ DOI: 10.61186/jsdp.21.2.55]

e ¢
D
2
9
9
2
5
.‘D
1
o
E\
b
>
:
2
3
%
3

5 Geos (3ol uile (5, 80b (golSenly ( las

A sl 5

:)'l Sl Q)L,.c QL::%I B.AULL\) @Lw
kabudian@razi.ac.ir

Fe 2l Vo, VFeY Jlo

[12] R. Raissi, "The Theory behind MP3", Personal
Report, Dec. 2002.

[13] Music Audio Benchmark Data Set, Dortmund
University, [Online], Available: https://www-
ai.cs.tu-dortmund.de/audio.html [Accessed: Sept.
2, 2024]

[14] Ogg MP3 converter, [Online], Available:
http://www.ogg-mp3.net  [Accessed: Sept. 2,
2024]

Sgo Sl ok (omds o>l @abls (g mal [Vol
LT PN S S s
‘\“ S)Lo...':.v ‘\A 3)50 cLﬁod‘b 9 pj)l.c g}"“)“bj" 5«‘;3.".5

AVAY AYY-1Y olbaeo

N SNV | FUN IV )

4 VFee o joly 095 sl S

R~ \ “Bp Wik AL, o

-9 g Aoy, oKiils 5l Sl

“ :% slais; 0,5 cébye

i oliml alesye oyl

.nglfdl.e‘j ‘d)li;()l'ef «Sledldo] ol )| ..\.:L_:)L..c

5l el O)le lagl AbL, glas
mohsenlsoleimani@gmail.com

Sy Gl Rz g
YA Jls o ) 0e (6580
Sl Ol Gn i &S,
b, Glpl Carogele olKuils
sasasls sbwl euSTer lagl 0,8

oIS 5o FgeelS 5 3 (gt

Oliol ales 50 Lipgh sbdie) dilud dog)

5 peal il (JiSews Gbiloy ol wlole

(SO U (5310

5l cwl @sle Glasl deLl, glas
m.amirani@urmia.ac.ir

Sye obosS  olislz g
Ao, 0 WWAR Jls o 1) 0e5 6l 35S
oS el e oRidls 1 SCSL,
Seslial giSTen il 28 2dl
2 Pl 9 G ok s0Sl
sioeh sbdaney s olisle,S (s3I, olRasle
Jiazms JUSew (3310 5l wlojle lal d8es g0



https://www-ai.cs.tu-dortmund.de/audio.html
https://www-ai.cs.tu-dortmund.de/audio.html
http://www.ogg-mp3.net/
http://dx.doi.org/10.61186/jsdp.21.2.55
http://jsdp.rcisp.ac.ir/article-1-1273-en.html
http://www.tcpdf.org

