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Abstract

With the advancement of computer science, the dramatic developments in data mining area and their
increasing applications, the identification of outlier or anomaly data has also become one of the most
important research topics. In most applications, the outlier data contain beneficial information that can
be used to gain useful knowledge. Today, there are a large number of applications on data streams, in
the vast majority of which the discovery of outlier/anomaly data is very important and in some cases
vital. Detection of anomalies is an important way for detecting frauds, network intrusion detection,
detection of abnormal behaviors in monitoring systems, and other rare events that are always of great
importance; but they are often difficult to identify. Most of the existing efficient outlier detection
algorithms have been designed for the static data. While outlier detection is more challenging in data
streams, where data are generating continuously and has especial properties such as infinity and
transience. In this research, we introduce an approach based on the QLattice classification model, which
works based on the quantum computing and performs better in the intended application than other
classification methods. Given the possibility of changing the distribution of data over time in streaming
data, a scheme to take advantage of online incremental learning is also applied in the proposed method.
Considering the unlimited data flow and limited processing memory, the detection process is applied to
a window of data that is constantly updated with data sampled from previous windows. A function is
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also designed to solve the problem of data imbalance, which uses the random sampling technique to
solve this issue. The results of experiments obtained on benchmark datasets show that the proposed

approach has better performance than other methods.

Keywords: Outlier detection — Data streams — Online learning — Incremental learning — Data mining
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(Figure-2): Structure of the proposed approach
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Label Enceding

One Hot Encoding

Food Name Categorical # | Calories

Apple | Chicken | Broccoli | Calories

Apple 1 95 — |1 0 0 95
Chicken 2 231 0 1 0 231
Broccoli 3 50 0 0 1 50

[42] cowl aodld (6,138 30, (51 One-Hot Encoding SuisS 1 (glasges (¥ JSib)

(Figure-3): An example of the One-Hot Encoding technique for encrypting nominal data [42]
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(Table-2): Comparison of the performance of the proposed
method with other methods on three evaluation datasets

HTTP ocoloac gozxo

AUC | Recall Precision Accuracy o9
0.87 - - - DILOF
0.99 - - - HS-trees
0.94 - - - iForestASD
0.99 0.98 0.83 0.99 6oty
SMTP oslods gozxo
0.80 - - - DILOF
0.87 - - - HS-trees
0.86 - - - iForestASD
0.99 0.99 0.81 0.99 6ol
Covertype oslods gosxo

_ - = - DILOF
0.99 - - - HS-trees
0.83 = = = iForestASD
0.98 0.96 0.63 0.99 LIV evee)

! Stratified random sampling

OF 2l ¥ 5Ll 1F-Y Jlo

Felyly e Cond Gl Cawyd Cude 250 Jlre
U”‘ ML?DO 09.76 (\) :\Ja)‘) éﬂ"“"g_;“ d.....ul?bo uéls ‘59...‘3
o oo lid |, L

TPR M

“TP+FN

Febl Slade cos 5l Q3T cute 250 Le
5 3 oo layiell polie ggeze 4 QI S
e ol Aoles (1) A g ol s it

:M\)GA QLM.AJ ‘)

FpP
= D)
FPR FP+TN

Gk bl g Como s lalas ol

g oo iy a5 (O UY) Ll

A B TP +TN )
Couracy =Tp TN + FP + FN
TP
ision = ——— ")
Precision ,ITII; TP
= )
Recall TP T FN

o9 @bt 2Ll N ghlel -F-¥
gy 590 b amslio g gologuion
Ly lnl ) wolerian oyl bl i cnl o
Gl o3> (nl o a5 awlie LB 5 sezge o,
9y damlie BB CnsS by, oS o0 dnnlie wlonds
2 8wyl ol el (28] ez se 5o oad bime
el WS IS [27] LOF o )68l (slis
2 e s g, alws s3> ¢ 940 0 00l DILOF
a5 Cwl VB p ead Byre Ll 5 SG03
T 9 999,k 2 5l o g 3l lodezmy Sl
PP Seop a3l wole 4 bgye Sledbl bosls
anslio (slp a5 on o )sNl 098 o0 59,0 dadluen
ol [B4] HS-trees o oSl ccal ons 423 8 Las o
S5 Sy g ars; SO Sk Joe ool
ools by jo &y ool jasis gl aS cl b
iIFOrestASD 0,65l (oo (g, -l ol ool
oads >k iForest i, sl a5 ool [33]
R
50 ol oolaiwl  slascolsacgae den  (gly
adgl Jow cdle slp o,es, 7V 5l daiole]
Sl 5 0ol sl bosls iule 5 08 o ooliil
(Bolal Ojsoas Djgel glrosls gl oo eoliil


file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_28
file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_27
file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_34
file:///C:/Users/ghasedi-e.WAN/Downloads/article%20A-10-942-2\(1\).docx%23_ENREF_33
http://dx.doi.org/10.61186/jsdp.20.2.81
http://jsdp.rcisp.ac.ir/article-1-1226-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-06-23 ]

[ DOI: 10.61186/jsdp.20.2.81 ]

Lylys o g o oo 18 b5l 090 caslonds colaiul
s ol By, o eadeslatwl ni eI L LSS
ol 5o sdsliwsa AUC jLas g ROC s

olid (7)) IS 50 ¢ ooldacgame dw 2 (53, &Loﬂ
Wl oz S ol 0 a5 el len Ll 0uls oolo
O Comd odlddcgaze 4w 0 QLattice s ,sX!
e oSl S (o Joe S S0 slap oSl
Uy oaldacgazms aw (59, ,» QLattice s3I AUC
anls o Qlattice g oSl (pl a5 ol +/44
Lsas 6,50k Jow cpl cgyemlil ols Sby> sbeosls
Gleoslo b 15 o)lge pla jo aSl Bu 0,90 0,5 4o

25l gl 43135 W e S

roc_curve of covertype

roc curve of smtp

el bl Awglie ¥ ioloyl -F-F
S50l sbaps 651 Ll L QLattice

L oas oleop)5 0 pSolb anld Joene,gboas
g ools olawi g iyl S5 5w ez gloools

RO [ RCH U U N IS S PN BPIPORE
o Loas [47] scikit-Learn abulsS o .58 0
B 20,5 oalil o] 5l soleidy 9,805, (55lwosly
g9 opl yo by 650l sl partial_fit() oL 4
30 ¥ Sl culB Al ol s ls sszg aosls
Slasi (ol (yley ;8 30 g 05l oo e Lo sl 1) ool
O Nebee Sl 65l Gl panie Bl
Bedse Byl 8 )lge (nl Ho Al sgeS S o 5
SN D jpgots Wil e 650k slapt ¢Sl dea
s K-means oo ;651 g0 Lo yidw cpl jo 08,5 ol
Syoool jasis sb,lS glp e a5 |, Iforest

roc curve of hitp

1.0 Le 104
0.8 0.8 8.8
0.6 a8 8.5
-3 © o
a 1= a
= =
0.4 o4 0.4
0.2 0.2 0.2
—— Kneans (area = 0.41) = Kneans (area = 0.49] — K@eans (area = 0,52}
= Iforest [area = 0.74) —— Iforest larea = .95} = Iforest {area = 0.99)
0.0 —— Qlattice (area = 6.98) 0.8 = OLartice (area = 9.99) 8.0 —— OLattice (area = §.99)
- - - T : T T T T T T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0 0.0 8.2 0.4 0.6 0.8 1.8 0.0 0.2 0.4 0.5 0.8 Lo
FPR FPR FPR
© @ (b) (&) (@) (h

Covertype (g) §SMTP (<) HTTP (&) g9 » (5oL i 351 mlu b golpsuion (w9 & ySlos duny Lo :(F- i)
(Figure-6): Comparison of the proposed method with other learning algorithms on (a) HTTP, (b) SMTP and (c) Covertype
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(Table-3): Comparison of the performance of the proposed
approach in two modes of use and non-use of online learning
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