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A Survey on Vulnerability of Deep Neural Networks to
Adversarial Examples and Defense Approaches to Deal
with Them

Mohammad Khalooei, Mohammad Mehdi Homayounpour*

Maryam Amirmazlaghani
1Computer Engineering department, Amirkabir University of Technology, Tehran, Tehran,

Abstract

Nowadays the most commonly used method in various tasks of machine learning and artificial
intelligence are neural networks. In spite of their different uses, neural networks and Deep neural
networks (DNNs) have some vulnerabilities. A little distortion or adversarial perturbation in the input
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data for both additive and non-additive cases can be led to change the output of the trained model, and
this could be a kind of DNN vulnerability. Despite the imperceptibility of the mentioned disturbance for
human beings, DNN is vulnerable to these changes.

Creating and applying any malicious perturbation named “attack”, penetrates DNNs and makes
them incapable of doing the duty assigned to them. In this paper different attack approaches were
categorized based on the signal applied in the attack procedure. Some approaches use the gradient
signal for detecting the vulnerability of DNN and try to create a powerful attack. The other ones create a
perturbation in a blind situation and change a portion of the input to create a potential malicious
perturbation. Adversarial attacks include both black-box and White-box situations. White-box situation
focuses on training loss function and the architecture of the model, but black box situation focuses on
the approximation of the main model and dealing with the restriction of the input-output model request.

Making a deep neural network resilient against attacks is named “defense”. Defense approaches are
divided into three categories. One of them tries to modify the input, the other one makes some changes
in the developed model and also changes the loss function of the model. In the third defense approach
some networks are first used for purification and refinement of the input before passing it to the main
network. Furthermore, an analytical approach was presented for the entanglement and disentanglement
representation of inputs of the trained model. The gradient is a very powerful signal usually used in
learning and an attacking approach. Besides, adversarial training is a well-known approach in changing
a loss function method to defend against adversarial attacks.

In this study, a critical literature review has been carried out to summarize and evaluate the latest
researches on the vulnerability of DNN. Literature and our experiments indicate that the projected
gradient descent (PGD) and DeepFool methods are powerful approaches in the I, and l,, bounded
attacks, respectively. Also, our experiments imply that the PGD and DeepFool are much more time-
consuming than the other methods. The DeepFool method is also the most time-consuming approach
among all approaches discussed in this paper. In defensive concept, different experiments were
conducted to compare different attacks in the adversarial training approaches. Adversarial training is
the best defense approach which has been introduced till now, and our experimental results indicate that
the PGD is much more effective than fast gradient sign method (FGSM) and Faster FGSM (FFGSM) in
adversarial training and cover more generalization of the trained model on the predefined dataset. Also,
it is proved that the adversarial training is more time-consuming than pure training. Extended
experiment results and more information about this paper are available on
https://github.com/khalooei/adversarial_robustess_stack.

Keywords: vulnerability of neural network, robustness, attack, defense, neural network
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(Figure 1) A sample attack on the Deep Neural
Network model [8]
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(Figure 2) Types of attacks from the point of view of the stage
and time of the attack [6], [12]
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(Figure 3) Different types of attack to machine learning
models [6], [11], [21]
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(Figure 7) Schematic representation of the universal
adversarial perturbation algorithm [17]
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(Figure 17) Perturbing Mel-frequency cepstral
coefficients using adversarial examples [65]

S0 o5lgodS 85, G b ool 5l 90,50 (55, (Se—o
s oS |y (69959

os3 Js5 MFCC

(Figure 18) A scheme of an adversarial example in the
text domain and text classification task [67]

OB dc gozxo
5 [FAI MNIST LSols dcgame 3l gl cnl o
03ld dc gazrs Cwlonds ssliz—ul [£4] CIFAR10
O i lael diges i #e 5l JSace MINIST
(%) JUESS) (5 S5 ol &30t 5 (nndS]
4 ges Jlya £+ 5 CIFARLO osls 4 cgamme ol
it 83 08 50 () JUB an) () o
g0 4 Lo Bols ol guipnds .Cwload oSS

WSt osliiul glial, o Lapl dles 5,525,

L Lol glds ad> o ) 05 o iy pai atgo (1,

oo hjgal ay pldl ailaas (500l ()l eslinul
[20] w555 aileas § Wl (oS 5 00l acgazms (s,

sbabs) 5l S ria N9y P )0 &S Cunl 2

Sk iegi (50 pg—jl g (—jgel A 2 5 it Bl vo dslre 5 T o 55l e

g :
[ J" Wang
U 2 Keyword spotting

4 Schonherr 3 Force alignment

OF 2l ¥ 5Ll 1F-Y Jlo

&


http://dx.doi.org/10.61186/jsdp.20.2.113
http://jsdp.rcisp.ac.ir/article-1-1205-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-06-23 ]

[ DOI: 10.61186/jsdp.20.2.113 ]

FGSM alo> sla by, 3l cdbadss aleas gladiges
e\ atie gla Pt lye L FFGSM 5 PGD
il Ly 48 el e Canlodd 00,51 < /Y
ebee el adyl o5 S oo (DS e
O+ ooy LPGD aloz 4§ conl astin o yizen
Loy, 5l i [V LT (a3l (e g al> e
8lg,0 s el |y o Core atuilys Ly cow 500
rmizman 5 O] posislad> e L5 4, PGD (i,
Mo o dmy e Loy 039020 (59 95 g
Colad andl s jre ;500 Cuw 4 g 00l S5
5 P el slaaiges 5l aled A JS2) )3 1355 o0
Slocas L PGD s, 3l sociiadgs Bilaras gladiges
oals Lis MINIST ools dcgomme (g5, al> 0 O+ | ,ST
o390l 555 glagialy ugai 2 50 Cuslonds
iloads eols yliad
0l aseie (VA JS) Jgl sl 4o a5 b olen
Cawlodds asrive o8 awgi ciw o ol sladigal
PGD-50 alo> b3, 5l Jol> s pasaslsl L Ll
$lr ol Gl (o5 L o151 aled poo Sl 55 45)
Sodiges 4y (o0l aseine ba LS ad i
S hsboled w0 g S po sl diloas
by aileas sbodiges s p dan (ol (attie
o ialesT azliz aslons ololid oLl 4 oo
L CIFARIO ools dsgarme 55, slib (s, |, ool
Como s oS Ghalesl ¢ (i 5o 0ad S8 (g lens
5PGD FGSM L L, s3gumme s siine Edho
s as g /¥ el gl Dk o5 L FFGSM
S y3ohs 03B g0l
e e s 955 e a0dS ¥ Jgu)

Cewlodlds )y uw?U U"‘ )‘ o= lz EENRTRE

oSS i) s slosizes 5 e~ (1A JS.2)
9 (Yawg 90,) PGD-50 alos> (o9, dawgs ouudiodgs

1Sy GBS wal 8 bags cadplnl (Gaipends

Cesla o Eols ol

& loxo
bawgi oo o WRN-28 (5 loxs 5| idg cnl 5o
ol VT crilonss oolil T peesTog0a5 5 ' 557,05
Cools b Yosilesdl igJgils Sols YA slls (s loxs
L g 009 yaxld yeudio Y7/ ol L wide-dropout
o3ls dsgazme (59, 1,55 Ve v slasd b eadiplonl o35
Sl ol 0 s )5 48/+ 9 oo l,ls CIFARLO
Lwgioa i Byme 5 Lexe jl MNIST ools 4 cgame
G5y S5 Yo v laws b a8 o eolazasl [VV] o ol
Lol 30,0 WUYY Coo gl)ls MNIST o0ls degozo

319 3 i Slaselio
29— S 3l Lo talojl aegacms ploxil (ol
AMD ousjls,, Ubuntu 18.04 Lol piwew (o310 5
GeForce GTX 31,5 su5;ls » FX(tm)-8350
o UES TY Bola s A Lidl> 5 1080 Ti

5 gy Sl YIF s Pogly 0bj 5l omizmen
i g 6l 5 VF e [VY] Pl llss
Zeloass oolitul b ialesT
595 0550 90T WRN-28 (98Ul o (¥ Jgo)
3l ool el dilouas sladiges L MNIST o3ld dc gosxo

l, py con iz dos b g,

(Table 2) Accuracy of the WRN-28 trained model for the
MNIST dataset with adversarial example generated by
different attack methods under I, norm
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