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An Access Control Framework for Database Systems

Payam Mahmoudi-Nasr
Department of Computer Engineering and Information Technology, University of
Mazandaran, Mazandaran, Iran

Abstract

The use of database-based systems has expanded to all kinds of software systems. The range of database
usage can be expressed from critical infrastructures such as power systems to application software on
mabile phones. In a database system, attacking data can cause severe damage. The attack may carried
out in various ways, such as data theft, damaging data, and privacy breach. According to the sensitivity
of the stored data, database attack could lead to significant financial losses even at the national level.
Since legitimate operator plays a key role in a database system, his/her threat is one of the most
dangerous threats to the security and integrity of a database system. This type of cyber-attack occurs
when an insider operator abuses his/her legal permissions in order to access unauthorized data. In this
paper, a new performance-based access control framework has been presented which is able to reduce
the potential of insider threat in the database system. In the proposed framework, the access permission
of the operator to a database table is determined using his/her performance and the level of sensitivity of
the table. The operator's past performance is also used to calculate his/her current performance value.
In addition, if the operator makes an unintentional mistake, he/she is given the opportunity to
compensate. The operator's performance is calculated based on his ability to use and not abuse the
permissions. The value of the operator performance is updated at periodic intervals or when an abuse is
detected. The sensitivity level of each permission is proportional to the type of request and the sensitivity
level of the table for which the permission is assigned. Simulation results, using real dataset from a
hospital information system, indicate that the proposed framework has effective performance for
mitigating insider threats.

Keywords: Access control, cyber security, database system, insider threat.
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DName (not Null) (Index),
DDescription

}

VisitRecord {
VID (Primary Key) (not Null) (Index),
DID (Foreign Key) (not Null) (Index),
PID (Foreign Key) (not Null) (Index),
DDate (not Null) (Index),
VTime

}

MedicalRecord {
MID (Primary Key) (not Null) (Index),
VID (Foreign Key) (not Null) (Index),
DID (Foreign Key) (not Null) (Index)
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(Table 2): The confidentiality level of data
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(Table 3): Weighting criteria to determine the
sensitivity level of table
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PatientRecord {

PID (PrimaryKey) (not Null) (Index),

PName (not Null) (Index),

PJob (not Null),

PPhone (not Null) (Index),

PAddress (not Null),

PGender (not Null),

PDescription

}

StaffRecord {
SID (Primary Key) (not Null),
SName (not Null) (Index),
SResidency (not Null)

}
DrugRecord {
DID (primary Key) (not Null) (Index),

1 Hospital Information System (HIS)
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Where vr.PID=pr.PID and vr.SID=sr.SID and
vr.Vdate="dd/dd/dd”
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(Table 4): The sensitivity level of tables

L Joua
Medical | Visit Drug Staff | Patient olye
Record | Record | Record | Record | Record
Vo Vo A% YAR% AL Py
\ \ Yo Yo Ve P,
[0 AR AR ofo «/Yo p3
Ve NiRY Ni2% Nis% g% P,
¥ Y/¢ Ax yjoo Y/\e &=
\ oA o[ FY oY JIvY .
[t

P 350 31 Ky b Copuibins elans 1(0) Jgar

L Jgu> 595 5
(Table 5): The sensitivity level for database
commands
L Joux

ol¥e | Medical Visit Drug Staff | Patient
Record Record | Record | Record | Record

Insert \ /A ey EA VY

Delete \ /A Vias VM VY

Update AL VA ¥y J/¥a JJos

Select AL YAl AR oy NEY

30 2hl Hlade pals aos 599 0w :F Jgus
Glie gld w3l

(Table 6): Attack scenario, Reduce of operator
performance in two inspections
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Select Pname, Sname, Vdate
From  MedicalRecord mr, VisitRecord vr,
StaffRecord sr, PatientRecord pr,

DrugRecord dr
Where mr.VID=vr.VID and vr.SID=sr.SID and
vr.PID=pr.PID and mr.DID=dr.DID
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Select Pname, Sname
From  PatientRecord pr, StaffRecord sr,
VisitRecord vr
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