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Abstract

The model checking technique is a formal and effective method for verifying software systems, which
analyses it via generating and examining all possible states of a model of the software system. In safety-
critical systems, one could not admit the risk of error even in the testing process, therefore it is necessary
to carry out the verification process before implementation and at the model level. Using this technique
to evaluate properties such as security entails all available states (all state space) being generated, then
the state space of the system in question be carefully examined. The main challenge of the model
checking technique in large and complex systems with wide or infinite state space is the problem of state
space explosion (lack of memory in the generation of all possible states). Graph transformation systems
are one of the most widely used formal modeling systems and a suitable solution for modeling and
checking complex systems. In systems where security property verification is not possible, the security
feature can be refuted by searching for an accessible mode in which a specific configuration (e.g. error
or undesirable behavior) occurs. Recent studies advocate that partial and intelligent exploration of part
of the state space could be a good solution to the problem of state space explosion. The goal of this study
is to use the random forest algorithm in the model checking which can solve the problem of state space
explosion by selecting a few promising paths. A path is hopeful whenever the probability of reaching an
answer through this path is higher than other paths. In the proposed method, a small model of the
system is first created using the official language of the Graph Description System (GTS). Afterwards, a
training data set of paths to the goal is generated from the small model mode space. The generated
training data set is then provided to the random forest algorithm to identify and discover the logical
relationships within it. In the next stage, the acquired knowledge is used to intelligently explore the
incomplete space of the large model state. The proposed approach is used in the verification of the
reachability property and to refute the safety feature in large and complex systems where it is
impossible to generate the entire system state space. In order to evaluate the proposed approach, it has
been implemented in GROOVE which is an open source tool for designing and checking models in
graph conversion systems. The results indicate that the proposed method performs better than the
compared methods in terms of average running time and the length of the generated witness.

Keywords: Software systems verification, Knowledge discovery, State space explosion, intelligent search
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Algorithm 1 : The BFS algorithm in GROOVE

T- Input: VT amodet describet by 6TS:

2- Output: S: the state space of M.

3- GraphState state = the initial state of M;
4- LinkedList<GraphState> stateQueue=new LinkedList<GraphState> ();

5- stateQueue.enqueue (state);

6- S.nodes.add (state);

7- while stateQueue.size () > 0 do

8- state = stateQueue.dequeue ();

9- for each MatchResult match in state.getMatches () do
10- GraphState next = state.applyMatch(match);
11- if next I= null then
12- if 1S.nodes.contains (next) then
13- stateQueue.enqueue (next);
14- S.nodes.add (state);

15- end if

16- S.edges.add (new Transition (state,match,next));
17- end if

18- end for

19- end while
20- return S;
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Algorithm 2: Efficient checking of large model
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— = inputtest dataset, Ma targe modet, t—agiverrreachability property to be checked;

2- Output: a witness for verification property

3- Path = the first row of the test dataset;
4-  while Path <> null do

reachability;

5- RF= Random forest (path);

6- if RF.predict (path) equals 1 then

7- the path as a promising path and apply the path on the M;

8- if current state is a goal state then

9- return starting from the initial state and leading to the current state as a witness;
10- end if;

11- end if;

12- path =next row;

13- end while;
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Algorithm 3: Random forest- to create a composite model of classifiers.

2- T, the number of trees.

3- B, the number of nodes.

4- X: new Tuple

5- Output: A composite model.
6- for t=1: T do

7- Randomly sample the train data D with replacement to produce Di
8- Grow an unpruned decision tree.

9- for b=1to B do

10- Select m variable at random from the p variables.
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11- Pick the best variable with the highest information gain among the m.

12- Split the node into two daughter nodes.

13- end for

14- end for

15- To make a prediction at a new Tuple X:

16- return majority vote the predictions of the T trees.
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(Table-1): Comparison of running times of all approaches to solving the dining philosophers problem
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(Table-2): Details of running the proposed approach to the dining philosophers problem
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(Table-3): Comparison of running times of all approaches to solving the readers-writers problem
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(Table-4): Details of running the proposed approach to the readers-writers problem
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(Table-5): Comparison of running times of all approaches to solving the N-Queen problem
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(Table-6): Details of running the proposed approach to the N-Queen problem
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(Table-7): Comparison of running times of all approaches to solving the N-Queen problem

— + =
Q — = 6\ ‘:0\
£ - = S s |- | =8 3 o
-=. = 3 & I %) 3 8o = )
3 = 2 2 &% r | & 238 o %
2 =1 < 2 Q < |9 Ss& 2 q e
2 o 2 o) a | @ £ < o) =
AxA Voo £¥) YA T1,Af YIVHaY Voo vy vy Vo0
V5x\$ Ve Not oy Yriof
found
Not found Not
YoxYe \ INBA found Y500
7239 ~N Al 53 golduiian Jh9)y g2l ©liye :(A-Jgu=)
(Table-8): Details of running the proposed approach to the N-Queen problem
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(Table-9): Comparison of the length of the generated witnesses by all approaches
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