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Abstract

Nowadays, crypto-ransomware is considered as one of the most threats in cybersecurity. Crypto
ransomware removes data access by encrypting valuable data and requests a ransom payment to allow
data decryption. The number of Crypto ransomware variants has increased rapidly every year, and
ransomware needs to be distinguished from the goodware types and other types of ransomware to
protect users' machines from ransomware-based attacks. Most published works considered System File
and process behavior to identify ransomware which depend on how quickly and accurately system logs
can be obtained and mined to detect abnormalities. Due to the severity of irreparable damage of
ransomware attacks, timely detection of ransomware is of great importance. This paper focuses on the
early detection of ransomware samples by analyzing behavioral logs of programs executing on the
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operating system before the malicious program destroy all the files. Sequential Pattern Mining is utilized
to find Maximal Sequential Patterns of activities within different ransomware families as candidate
features for classification. First, we prepare our test environment to execute and collect activity logs of
572 TeslaCrypt samples, 535 Cerber ransomware, and 517 Locky ransomware samples. Our testbed has
the capability to be used in other projects where the automatic execution of malware samples is
essential. Then, we extracted valuable features from the output of the Sequence Mining technique to
train a classification algorithm for detecting ransomware samples. 99% accuracy in detecting
ransomware instances from benign samples and 96.5% accuracy in detecting family of a given
ransomware sample proves the usefulness and practicality of our proposed methods in detecting
ransomware samples.

Keywords: malware, ransomware, crypto ransomware, ransomware detection, ransomware family
detection.
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Procedure MSPType(MSP P)
forall (E, E, € P)A(x <) A,y <n)

3. if EventType(E,) == EventType(E,)
then
4. if EventType(E,) == R return R
5. if EventType(E,) == F return F
6. if EventType(E,) == D return D
7. Else
8. if EventType(E,) ==R &
EventType(E,) == F return RF
9. if EventType(E,) == R &
EventType(E,) == D return RD
10. if EventType(E,) ==F &
EventType(E,) == R return FR
11. if EventType(E,) ==F &
EventType(E,) == D return FD
12. if EventType(E,) ==D &
EventType(E,) == R return DR
13. if EventType(E,) ==D &
EventType(E,) == F return DF
14. end if
15. end for

16. end procedure

MSP G, £ (yuatd St MSPType iy 59531 :(Y- JSCi)
(Figure-2): MSPType algorithm to determine a given MSP

1. Procedure CalculateSR(Sequence S, MSP Collection
MC, MSPTypese)

2. SRpppy =0

3. for all (P € MC) do

4, if (P € S) & (MSPType(P) == T) then
> SRPTotal = SRPTomz + (SI;,pP)

6. end if

7. end for

8. return SRp, ., .

9. end procedure

S ALis 513 SR duwlomo iy 591 :(V - &)

(Figure-3): SR Calculation algorithm for sequence S

Vesten S

Glizo MC daw jl ool aislw 510 o pl SO Sl 1 (F- JSCi)
(Figure-4): A super vector made of three different MC

Jloyp eammolis Vector(S)ye, «F) J<& 0

30 9290 SLMSP acgamme 4 a>g5 LS 5l oaslcamon
Slzl eolgils aw 059, cpl o &S > o] 5ol MG
asls JopanS 2 glp cplply wiload ais 3 i o
9 Vector(Smceerper Vetor(Smcype, S9dso
b ey oo Soppl S LSis as Vector (S)mcresiacrype

TotalFeatures = 3 + Y7 ,(3 x 29) )

S Olseas P={E;, Ep, o En} i35 o b
by 51 sedhoe ww Sl MSP
VEX,EyGP AEX¢Ey(EventType(Ex) = EventType(Ey))
Sl JBslss MSP G P izre il 1,8,
35, by ep gy, (EventType(E,) # EventType(E,)) by
Sl Jlgy SO oaimolias EventType(x) abl 1,8,
iz azg bl ol g9 el o cdbyo b as
Elyl 5l lasgome 15 oo odleas 1S oo aFine ()
MSPTypeSet = 59 MSP OSo
i ,%  4degexe {F,R,D,FR,FD,RF,RD,DF,DR}
Olseas (V) JS& 0 MSPType() oo,esdl a5 o5
5L 1, EventTypeSet acgoo jolic 51 (SO 29,5
&lo )3 oo
2 &l MSP S (sl SR) N slaay &)
MSP 1 slas, Jleas! oaumoglis a5 el [0,1] o5
Slawi i 3o,k 5l g Conl ayl3lls osloac gz o
sdlss (Y) JS ol » (Supysp) MSP sl
2 Gly alee Casots D osoldasgee slalislzl
P 8S Sgdige hy (S AL ey S0S dlos
asgorme &y azgi b s MSP 5 0 (51 SR Jlade (S
oddol (S o p CJB ogd o ailns (MC) lMSP
el (F) Jgo 8 )50
Vector(S)yc={SRg,SRr,SRp, SRpp,

SRgr, SRrp, SRpr, SRpr} %)

argi b alss Ky 5 MSP g5 ,» sl SRl

mi,osdl 5l eolaul bowilg o S 0,90 MC o
3o e 0 dnwle (F) UG o CalculateSR()
dewle oolodegame dlis ;o il oy G as
d9>g0 |, VDpye sylop oolodcgama Colysyo o
ol (5,0 paseus basmslis VDyy oS cubls walgs>
Y 5 99290 SLMSP dcgamma wluly X ooloacgess
soolsils Sl Cuz o9, (pl eioren .l
Sl e a8 e ke 1, SV) Y)‘%%)j oo ,l58lzL,
SFSp Hlop Sy S el e 8518
@ a9 b ilusln 1,500 Ojle 4 and oo JoSis
S S 1y g e 5,5 plosl s SBMC
oaolas (F) JSo a5 colu (658,53 Jlopm g ol I8

el el S sl

1 Support Ratio
2 Super Vector

fFA ol Vo, Ve JLlu


http://dx.doi.org/10.52547/jsdp.18.3.29
http://jsdp.rcisp.ac.ir/article-1-1003-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-01-02 ]

[ DOI: 10.52547/jsdp.18.3.29]

3
L)
P~
L
2
?
4
N
2
—
D
3
2
X
“&
3
2
.._5
ey
3
)
3
)
2
%
J.

Febl [22] (MCC) Hjgie (Sonman oy
amlie lp a5 cwl CodS Ol 1%
ojlasl b gy 00 I a4 alides slaonisS guaiis
A Joliie oolacgass slraal o5 Sy ly
Jle Olyiees [23] aiS (oo Jos lajlne 500 5l g
Sl Polai o,Slee Joo a5 by F-measure jLxe
Caos 40 0B cpl g /0 ien ol S Lyl lade
ol S Iy 0gd o 1T i sbesls L anlb
ol Jlade ol sy jas 8o MCC o o (gl lude
+)lde epl 0 a8 o s HY B2 s oo
MalS” &) guody 00S (gabdiws a5 Cawl ol Basaslis
ke 5 ams oo acsis o2l GialesT slaaised B8
MalS” & g0 008 (gaindiwd a5 Cawl (pl 5 lo -
a o ol jas lade cwl esls Ol W Sep
olai o, Slas hils byl 0590 cuS gamaiws
SlroasS sanaiws a5yl oloplis sl oplplo el
DOpdolar 5l e 4 (60,8ee wadodss el
oals yi,158 () Jgey® Goyb 5l MCClade caslaiisls
Dy s

TP+TN—FP+FN
(TP + FP)(TP + FN)(TN+ FP)(TN+ FN)

MCC = M)

Sy Gilwyloy ey s -#
L8zl o bwla

9 §3klop doole i3lo iy Cend (g 5lwooly (gl
30 Oz g0 SdlEOLS I oaiS gunaiwy cSle
plas  jobiymen  owwl  ouls oolaiw!  Python3.5
el oy ploil 10-Fold g, 4 i ol sl b,
O bl slp o solalon s, 0
b sl ) b liel SSE e e S
Dgenign 9 Dransomware ¢3! b Drorgr eslsacgoza
655554 L 1, MCransomware (et #9550 5L
lae b 05,51 Cewods Dyansomware g3, MG-FSM
£obe 3ol by b 0T 58 (slals Slidac
3 00 45l VDb ransomuare T 5 5 03
Dgb oo 00 Gadiwd g0l (slant oSl eolel
5 bylRlel SESE )0 oSy e Bl e
P8 w4 ol ot by, 5l ShEo sla)lBle s
o Sl 00l eoliil [24] CfsSubsetEval dlay >
SRpp 9 SRp SRr Sig 4w CfsSubsetEval !> 5

S ol e 0o (Shs A ap o Sl 4 azy
Al 5l w0 wale> S5 27 =3 X9 sl
D oolsacgems 0S990 &S (gl lalo

A dalgs  LSas SVDp 0uls (5,00 0l eolodsc oo

> oolaiwl o 90 LSO s -0
ol P9 (b))

Seoleiay gy @D b)) sle Wi Gl e
Jolis [21] aoosS gomaios o5 a5l gloLas
T3 e 5 TS cute T (HBly e N ally cte
Cote 3l 5T £y plyieas a5 Ocds las atiue
=l Jlaae b Jow conlus i w0l oo aslil o
3w b ol s g o5 go L2 | sisonils Ty Lok e
2 el Joo alowgay oddosls pasis sla)lslel,
e Galejl asgazme ;o gie sla)liilel olaw U5
TSl lre 0sdipe dlxe (0) Used Gosb
S (boyBlrl) e loosls Cons sazasslis
aS ol oo Wiloads ools aseid Jue Aliwgds S04
Ol F-measure ojlul .ogh g0 dwlows (7) dlayl,
@D Ol g Conl Slo5k 5 s slajlne S o

Y g0 9) aod o Lis 1) oauisS (gaisaiws

.. T
Precision = TPiFP )
TP
Recall = *)
TP+FN
F-measure = 2 * Precision*Recall (V)

Precision+Recall
698 Hbxe & (ROC) Vous 5 Slles dasine
a5 1z Wl oo olas 4 lboaS goains awlis sy
ol S 5 Sl edlsasgere glaaiil SsSeal pln 5o
2 ROC jloges G (ol 00l (5155 55 allas
@liges naibinl b Q3 cue 753 bl o (28ly oo
AUC lgicay a5 ROC ,loges i daw 098 o0 00,iS
g Wlee &5 il (o5 Sl b wslis
S5 &8lg,0 AUC jLase auS aslas 1) ouusS gupaiws
S5 50 [ ROC Jloges a8 olgi oo a5 conl laaeSS
So g yao G (6,lake AUC cll 00,5 aods sue

odS guadiwd a5 WS o ole S ke A oyl
Sl Ay 3180 (g0 ,Slas

<

8 Matthews Correlation Coefficient
9 Greedy Stepwise Search

A 2l Vo kel 1Fer Lo

1 True Positive

2 True Negative

3 False Positive

4 False Negative

5 Precision

6 Recall

" Receiver Operating Characteristic


http://dx.doi.org/10.52547/jsdp.18.3.29
http://jsdp.rcisp.ac.ir/article-1-1003-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-01-02 ]

[ DOI: 10.52547/jsdp.18.3.29]

odleds (LY 5l pe8) sl o0g ofeF Gl S
ln o 5 ROC (glajlagei (o 09290 ol
aS aiS oo L3l () UGy a6 5l plasT e
alisee LsLQoA....S&J.uMQ s»l)lf O 6)L¢.m.v ujl.fu
sarasylis 893 pl a5 0,05 Sgmg salools bjgel
Sy Sldes o sanlcwmsas slo Sy cuas
olil ol alae o Gl sboaS sauaias
xSl Al K s clS b sl Sy o WS

sl alie Shkeay il

SESS g wes 3,30 Glofy Coeal S il
Iy b S ol gl lly eals il g5l jls
slroas sanains slei AUC polie (Y) JSCi o)l
e a5 was e plas ) adlas 5y
1A 5l i polie ddllas 0,00 (slaoaisS guaiwe
Bagging alewgas cabaisle ouiS gundiws g &yl

Sl +/290 L ol s AUC Jluse

00154c gozxo (59 BouisS gutudiwd 8 Shos (F- Jguz)

VDDTotalrMCRunsomwure
(Table-4): Performance classifiers on the VDp  vc, =
dataset
F-Measure FPR TPR BUSGS (G diwd
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(Figure-6): AUC diagams of classifiers
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