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Abstract

Nowadays, crypto-ransomware is considered as one of the most threats in cybersecurity. Crypto
ransomware removes data access by encrypting valuable data and requests a ransom payment to allow
data decryption. The number of Crypto ransomware variants has increased rapidly every year, and
ransomware needs to be distinguished from the goodware types and other types of ransomware to
protect users' machines from ransomware-based attacks. Most published works considered System File
and process behavior to identify ransomware which depend on how quickly and accurately system logs
can be obtained and mined to detect abnormalities. Due to the severity of irreparable damage of
ransomware attacks, timely detection of ransomware is of great importance. This paper focuses on the
early detection of ransomware samples by analyzing behavioral logs of programs executing on the
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operating system before the malicious program destroy all the files. Sequential Pattern Mining is utilized
to find Maximal Sequential Patterns of activities within different ransomware families as candidate
features for classification. First, we prepare our test environment to execute and collect activity logs of
572 TeslaCrypt samples, 535 Cerber ransomware, and 517 Locky ransomware samples. Our testbed has
the capability to be used in other projects where the automatic execution of malware samples is
essential. Then, we extracted valuable features from the output of the Sequence Mining technique to
train a classification algorithm for detecting ransomware samples. 99% accuracy in detecting
ransomware instances from benign samples and 96.5% accuracy in detecting family of a given
ransomware sample proves the usefulness and practicality of our proposed methods in detecting
ransomware samples.

Keywords: malware, ransomware, crypto ransomware, ransomware detection, ransomware family
detection.
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Procedure MSPType(MSP P)
forall (E, E, € P)A(x <) A,y <n)

3. if EventType(E,) == EventType(E,)
then
4. if EventType(E,) == R return R
5. if EventType(E,) == F return F
6. if EventType(E,) == D return D
7. Else
8. if EventType(E,) ==R &
EventType(E,) == F return RF
9. if EventType(E,) == R &
EventType(E,) == D return RD
10. if EventType(E,) ==F &
EventType(E,) == R return FR
11. if EventType(E,) ==F &
EventType(E,) == D return FD
12. if EventType(E,) ==D &
EventType(E,) == R return DR
13. if EventType(E,) ==D &
EventType(E,) == F return DF
14. end if
15. end for

16. end procedure

MSP G, £ (yuatd St MSPType iy 59531 :(Y- JSCi)
(Figure-2): MSPType algorithm to determine a given MSP

1. Procedure CalculateSR(Sequence S, MSP Collection
MC, MSPTypese)

2. SRpppy =0

3. for all (P € MC) do

4, if (P € S) & (MSPType(P) == T) then
> SRPTotal = SRPTomz + (SI;,pP)

6. end if

7. end for

8. return SRp, ., .

9. end procedure

S ALis 513 SR duwlomo iy 591 :(V - &)

(Figure-3): SR Calculation algorithm for sequence S

Vesten S

Glizo MC daw jl ool aislw 510 o pl SO Sl 1 (F- JSCi)
(Figure-4): A super vector made of three different MC
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(Figure-6): AUC diagams of classifiers

1
0.99
0.98
0.97
0.96
0.95
0.94
0.93
0.92
091

AUC Value

J48 Random  Bagging MLP
Forest

Cpe> onscS aws (gl 0 AUC o olio (V- JSC)
b ,l8lzl ol

(Figure-7): AUC values of the classifiers for
ransomware detection

slool SUles a8 wiod Gl b Shg e olsred
5 Ozl cuie slaaiged o bl e
S8 adlazdls 1) Glas o sl)l8l 0 ) (oo (sladaiges
et &S Sl R (Sg pl S sinn oaunslis (Q)
Slaodds 5l oolitul a4y it bl alidlzl oS o
S ailaisls Glagl il canse adl 00 jo (6 s
8y bt o slylle s i wes e lis ()
Gl aS > s silools olas sg3 5l elie oDLL
sledld ol i Ol 8lzl slediges
rolaie Hhas o ladiges 15 945 oo odwlie DLL
NP gl ladiges 4 Cons S (SR) glaisy
Jles b lElzl a5 WS o ol (0) JSE aslaals
L ye slaeddls 5l Jixsl glls sLMSP s 6 i

5,3 LDLL b Ly slacedles ay bl s b

0.5
| Benign
o4 B Eansconsvars
=
= 03t
=
£ oz 1
ol r [ -
ol b

200 400 (Rl K00 [l 12040 100
(3} SR, Value

Probability

Probability

0z
[+
I |
‘] BN W

20 0 (iLH] By 14k
(e} SR, Value

ST 513 3l oal cawods (slopl S giumd (8- JSib)
CfsSubsetEval v 595! e gds oo ol
(Sl €55 SR)

(Figure-5): Obtained histograms from CfsSubsetEval
algorithm (SR: Support Ratio)

t_,;..\)IS dwlie  ocammoslis (F)  Jeuo

oolds gorme (53, o0eliawdd (29390 LS GoLAwS
g;)‘lﬁ S dw s a5 ol VDDTotal.MCRansamware
F- lade 4 ey )68l solas o)ls FD 4 D R ol
Fr &SIy wleaw, e, +/49 measure

e o8l den (ol y s> o bdises hle oo o

fFA ol Vo, Ve JLlu



http://dx.doi.org/10.52547/jsdp.18.3.29
http://jsdp.rcisp.ac.ir/article-1-1003-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.52547/jsdp.18.3.29]

3
L)
3
L
2
?
4
N
3
3
K
-2
X
Q%
ke
2
.._%
%
k|
5
3
)
2
x
X

05,5 plelid JI3lzl dges plprea ) o o sladiges
el g g ol 039> ;0 cwgste Hlade aS

G3lwslo 2 gy Al (2 ylee Ao Ulo 18- Jgu)
EldeRan g, L
(Table-5): Comparison the best result of proposed method

with EldeRan approach
F-Measure FPR TPR BUSSS Gy diwd
0.997 0.035 0.994 wolin Uis,
(MLP) 5L ,ls
0.980 0.141 0.980 EldeRan

oS sonaiws Sl
JSie s gialesl
oads 48,8 o Dop cawlns 31 wleaus o3l 5 o
JolSjsbas a5 csla allss 5l slaaiges Jold a5 conl

oolegplas slp

6L€z:o.>|0 89y IRWECES Y

5 S o3l g was cadaisle S Joe slp
MG-FSM 2,63l lawgs MSP adgs o], 5o s
By cxoplis () Jou ailaila oS8 g
Mbu.a VDDOFrMCRansomware S Lm)‘JB‘CL’ L';’L“L"M’
dod oS Col mily sl Dop odd (5,13, asens oS
30 Oz slayl8lzl 5l s ye AT caisS sanatis

.J.S‘oé; ‘:lMJL:\M} ‘) DOF

oG
I L ocloyr = O
— e e =
N TeslaCrmmpt =
Bendgn 2 0 >
= O
i I—
0 S0 1O
SR Value
1
:; oS
= LJ
- I

o 50 100

SR RF Walue

Probability
PR

Probability
=]
A

L] S0 100

SR o Waluwe

3! e..\.o‘iwéd.y ‘51&‘;'}.‘1‘5 el S g (- i)
t"")’ﬂ‘ b VDDTotalFamily:McLurky
(@M ¢ SR) CfsSubsetEval

(Figure-9): Histograms of obtained features from
VDDTm,Fum”y_MCka by using CfsSubsetEval algoithm

(SR: Supprot Ratio)

A 2l Vo kel 1Fer Lo

b Gl A s 0 MCC o lade
+) 4 Kooy glade 4 Bagging 5 RandomForest

pdn osusS gasaiws

(e JTo.\il b 4 (Soop 5l colss oS wiloaw,

S5l
1
0.99
0.98
b
2097
< 096
8 0.95
0.94
= 093
0.92
0.91
J48 Random Bagging MLP
Forest
s LouiiS aws gl MCC ol (A i)
(o 1351L (ool
(Figure-8): MCC values of the classifiers for ransomware
detection

2l boeolin (i, @D Gl e
Il lali s 5o outolnl sla g,
sleoosS gonaiws 5l sdwliwsd i awlie
EldeRan s, L (s5lulop by, ;o codaisle
g Sl 0ol slpaiig YoV & Jlo o aS 0gd o asloyy
@l e MLP (3, (0) Jgux «(F) Jguzr (ol
sadghinl Sl Shy $9) (9993 oaES Ganaius
@l &5 culoo,S adgs 1) (ilelop by, Alewsa
dliie S (1) Jgazr 5o 4o on e Olyeas MLP
s Csloads 7,0 (B) Jsoz 0 edelcassay mli b
(0) Jga> ;o o EldeRan g, s>l ;5 sasleawsa
ol 00l oaly ylid
@bl wad glesly  edliin b,
» byl
b Yo o 1) oluls EldeRan bg, o5 Jb>jo

wls 1 LDL’)T szl cass adb Ve

Py 2l el LB EldeRan (s, 5 soleriny (b,
el aolp sly>l cawss asl V- (g4, EldeRan
oas ools ylis (B) Jgu 40 sdwliwwsa b g 0nd
Ov9y & S 5 5YL F-Measure lade (gjlw,loy
F- polie sz o .l 03,9l Cewsas EldeRan
L Ll sasias K0S 4 Soop sdwlcussa Measure
EldeRan g, a5 05 o0 aeice FPR polie o)y
Saie 09l Jlasl cansi 4l o0 (g5, &5 Gyee 0
03,5 i (g3luslo s g, 4 Comd 5V Hlws FPR

)‘ ..\..0)\) \\c/\ éﬁd} 9 Q)‘..b' |) ).147‘5» LSLQAJ}AJ


http://dx.doi.org/10.52547/jsdp.18.3.29
http://jsdp.rcisp.ac.ir/article-1-1003-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.52547/jsdp.18.3.29]

0.6
2z
I Locky =04
[1Cerber =]
I TeclaCrypt 8
[ Benign 202
I [y
0 \ JJ_ Al ]
0 1000 2000
SRK Value
1 l
z 2
05 E 05
2 Z
- 2
= AN
0 o il
0 20 40 0 100 200
SR Value SR, Value
! L
z 2
E 0.5 N E 0.5
£ 2
& Lh S
0 114 0
0 50 100 0 20 40
/ 3 /.
SRN) Value SR“F Value

3 ol cawdds Wb S5 9 Gopl )5 gmmd 1(Ve— JSb)
CfsSubsetEval l""‘)’i’ | L’ VD DrotalFamity,
(Sl £ SR)

(Figure-10): Histograms of obtained features from
by using CfsSubsetEval algorithm (SR:

Support Ratio)

MCcerper

VDDTotalFamilerCCerber

S oyl eolgls glulis a5 L ol
)‘ ra‘dS g2 S| \oo) B l; oo..._fdowwo uL«.Lo.C
Lerber Locky slocuzy 51 (S sl baiges
Random J48 Lyl ,o .aws Benign L TeslaCrypt
SVDDTOmlFam”y 3 eolawl L MLP 4 Bagging [Forest
S loas solo u,u)}ai g;.’.Ler’ o.\.wu_:l?g.)‘ L;)"5 'Y L: 9
390 soaisS sanaiws ol )5 samslis (V) Jyoo
S5l el a3l slaoolsils lalis ,o Lk
FPR L +/3AY ooslcwwsa, F-measure .cwl 10-Fold
Gl s (ogmlio jl Sl /e o F (golus S sS
3,90 03lgils £4 aw sladiges olulid ;o codawlow
sdsliawsds +/A0 ;I i MCC polie sl cwyp
b cas 5l lad i sbbossS gamaiws gl y
3,08 sdalcassay Sy sla,ls

Cawliyd (59 WoddsS (gulydiuws azis (V- Jgu2)
SVD DrotatFamily
(Table-7): Results of classifiers on SVDDTM’Fm”y

O 51 49 31 sl Cawsay g bs (F- Jgu)
59 0950018 (390l (GUBOUSIS Gusaaiwd
ol ousd geesls

(Table-6): Obtained results of trained classifiers on the
unseen dataset

MLP | Bagging nggz;n J48 0USSS (G dwd
0.994 0.994 0.994 0.994 TPR

MCC | F-Measure | FPR | TPR | ouidS gaiadiws

0.974 0.981 0.006 0.981 J48
0.978 0.983 0.006 | 0.983 Random Forest
0.974 0.980 0.007 | 0.980 Bagging
0.973 0.980 0.007 0.980 MLP

1 Multi-class Classification

W58zl sslgils oLl -V
el Zool )l a5zl eolgils oLulis adls s
wlee Hledias wags Guedse sbocalls 51 (S 1y
wly o poglElel olulis LS e o] o o
6,58 aldi 5l i oledbl s Bus v e
e a4 lie eadaas Sl gl &Sl alex
by, 5 ol a5 Cal sasiud L, slaoslgls
osliul alox 51 b5k 5 ablie sl oads >k J5)0
S adl waz eolgls Gl IBIZL ol (S S
el 5 oz s S el s ylas Wl oo ol
asls o o ) ablie Sobel cqsr gax sloloie
b

o boasSganaes o5 byl 6l
w5l Droatramiy ol bllzl solils LLubs
9 Dresiacrypt Dcerver Drocky 31 s=5 5 45 oo
Locky uipa bage slocws g <ol Dgenign
iloads olass Benign g TeslaCrypt Cerber

s VD DrotalFamilyMCcerber VDb ot atramity MCrocky

‘5)"54"3 6&’00"}4&% VDDTotalFamily-MCTeslaCrypt
S Ll 1068l 4 alflas O jg0a 45 ws
S WY ISy g wiloads eols e CfsSubsetEval
il g plelid o b Shy e Olpew
s o slalble i g byldlal el slaoslgils
g (Vg VA Gl s aileads bl
sl Sy

9 VDDTotalFamily-MCCerber

slp b slapl S gsa

‘VDDToEalFamily‘MCLocky
J""ow ).:ya_s « ‘) VDDTOtalFamilvaCTeslaCrypt
sMSP a5 Q.éLU.s lesd.a LmJSw aslae b

S8 o 6‘0}39 Ccod| )'l R) &y Seos]
JERr lﬁ)‘ ¢l )lo)5>'ﬁ alises Lngoly‘l} Lng)l}élCLg
S oleieas TeslaCrypt 4 Cerber Locky 5,50 4w
s 3 S slacdlad ol sy 15,50 S
S s Olyear IS8 4w 2 )0 55 (FD) DLL & LU
el 00 00l uL...u P

fFA ol Vo, Ve JLlu


http://dx.doi.org/10.52547/jsdp.18.3.29
http://jsdp.rcisp.ac.ir/article-1-1003-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.52547/jsdp.18.3.29]

lagy Jakoxs )3 gk SagSl Ghgls yivg s J 6 a0 pie b LT 0315 9 L 13dIZl (sbuslink

Gxinadg> s i, o plS 4 lei oo H5 aslol slpriey
o138zl calisee slaoslgls (somaiws 5 olubs jo
Wl oo 35 plemw 0auS 88 slaldlzl o8 o Lol
lop] dxwgs g 0y Wgy iz 0ipS 18 dalllas 550

Q.).‘ Lgal‘/«:’ W ...,lL‘z’gi’ﬁ) S o..\;.:S}A) ‘_gl.as)\)é‘cl.g susbe

s sedsn lapals lal8lel g5, Wlgiee allie
b it @ 4z b izmad 05,5 1,8 aslllas 5590
50 9 ol walgs aclsl e l38lzl 059> wuags ¢ o,
iyl sls slp s Glyeds bbb oan gla Lo
la)l38lzls b 3j55 2 0526 a5 b walss geme TL
Srmbe Soiel oje> SIS Aee sln ool clie
0o oaiSudy S, jsbimer ol salys

lo s b ablie amd o5 5 a5 158l
Sl 5l aslgioe wijlo ) oyl Bl 5 a)l53lzl won
..\J).u 0 54 Jlas u—" C"L"’ 9 6;L9‘M

9- References &=l -1

[1] M. Hopkins and A. Dehghantanha, “Exploit
Kits: The production line of the Cybercrime
economy?,” in 2015 2nd International
Conference on Information Security and Cyber
Forensics, InfoSec 2015, 2016, pp. 23-27.

[2] Hosseini F, Mirzarezaee M, Sharifi A,
"Malware Detection using Classification of
Variable-Length Sequences," JSDP, vol. 16 (2),
pp.137-146, 2019

Ol st e ololiee ekl Y]
Gamaiws 3l eslaiwl b layldle gl Ss]

ool 5 oD sl e Job L gladllis
YWYV E202(7);  VAA

[3] Symantec, “Internet Security Threat Report
(ISTR),” no. April. p. 10, 2017.

[4] D. Palmer, “How Bitcoin helped fuel an
explosion in ransomware attacks,” 2016.
[Online]. Available:
http://www.zdnet.com/article/how-bitcoin-
helped-fuel-an-explosion-in-ransomware-
attacks/.

[5] A. Azmoodeh, A. Dehghantanha, M. Conti, and
K.-K. R. Choo, “Detecting crypto-ransomware
in 10T networks based on energy consumption

footprint,” J. Ambient Intell. Humaniz.
Comput., Aug. 2017.

[6] R. Richardson and M. M. North, “Ransomware :
Evolution , Mitigation and Prevention,” Int.
Manag. Rev., vol. 13, no. 1, pp. 10-21, Jan.
2017.

&

2 Inter of Things

A 2l Vo kel 1Fer Lo

0.4
B Locky
|:| Cerlber Fal
B Te:laCrypt =
Bendgn <02
£
£

. I|‘|||LJ ‘

0 1000 2000 3000

SRH Value
0.3
£ 02 £
= £ 03
o o= |
E 0.1 | B
) (. I
o L Lakball) o Lt
o 00 400 G600 o S0 100 150
SR, Value M{H: Value
1
S 05
2
Ll
50

o
SR”' Value

3l ol Cawddy GL“‘;HS ‘5pr|;5.'»’.~».¢& (- )

CfsSubsetEval v 30531 b VD, oy,

MCTeslaCrypt
(Gl £ SR)

(Figure-11): Histograms of obtained features from
VD b,y atpamity MCrestacrype PY Using CfsSubsetEval algorithm

(SR: Support Ratio)

&5 4 A
o) Bzl plan 395 (alalid g9, o> ploas allia ]
ymsoysbots 45 Lo 38l ) elass e ol 5o Ll
S5 ol pll 9,5 oo plxl cldled gq,8 lol o
odlgil> G»L..»Lw AW C)L"" dlas C)%‘ 40 aS (5,50 P
szl &S el sadiplol slacodled 4y ax g5 L b 38121
L 5 (et oy slodiges 5 oAl Jol) Laaiga
Ul s al g 95300 ol (g3luosly alojl s
ol ol ooty el daue (o basky [Soes (6l 2]
HEd,y Judow jo (g ymbe cosal slad 5 5 4 wilg oo
Sldeas flaie cod a5 WS ool s S5 bal58l
Silaslon oy Sl prhe dagd gakedige
Jed ) bedld laaiws dbasde b oadolain
3 0o DLL L )5 5 (g ynz; (bl ol Sldas
#h sleylBhy Gossebs Jds 4 o)l balslzl
Olsieas 0)ls 252s w0 e (5y5ls8 g IS (gl Ll

1 Setup Time


http://dx.doi.org/10.52547/jsdp.18.3.29
http://jsdp.rcisp.ac.ir/article-1-1003-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.52547/jsdp.18.3.29]

[19] “What is Apache MapReduce? | IBM.”
[Online]. Awvailable: https://www.ibm.com/-
analytics/hadoop/mapreduce. [Accessed: 30-
May-2019].

[20] J. A. K. Suykens, “Introduction to Machine
Learning,” 2014, pp. 765-773.

[21] M. Sohrabi, M. M. Javidi, and S. Hashemi,
“Detecting intrusion transactions in database
systems: A novel approach,” J. Intell. Inf.
Syst., vol. 42, no. 3, pp. 619-644, Jun. 2014.

[22] S. Boughorbel, F. Jarray, and M. El-Anbari,
“Optimal classifier for imbalanced data using
Matthews Correlation Coefficient metric,”
PLoS One, vol. 12, no. 6, pp. 0177678, Jun.
2017.

[23] D. M. W. Powers, “Evaluation: From
precision, recall and fmeasure to roc,
informedness, markedness and correlation,” J.
Mach. Learn. Technol., vol. 2, no. 1, pp. 37—
63, 2007.

[24] A. Hall, Mark, “Correlation-based feature
selection for machine learning)a44 ”,.

SHae YY¥AY o o (olelyls duos
Sxio ol 5l Sledbsl (g,4L8
Sy WAV Jl o 3l s

ly oy 1y 0wl bl
oRisls I wledbl casebaledbl (5,5ls  wiige
Olial adle 550 Ltagh sloaie) 05 Sl el
Orile (6 550b 0,5 (6,50 s mle (slad Lol
Gl 5 bt ol 0 Gres x50L 5
ol (5 T gualS
5wl Oyle lasl asblly glas
h.darabian@cse.shirazu.ac.ir

S e VWYY o o o soild jlia
~FgealS (pwdige &LD, Ho bl

5 Olrol cxio il I lslesen,
Ayl el )5 SHae VYA Jle o

I SR S R
ez 9 Olpl St g ple olRadls I (egian Jbge
P98 FerpalS (pwdigee Al yo 1) 093 (5155 Sy
Whis! ilige 5 Coro g ple olfiils 5l egnas
il g el cie gae (eSlen (59 0,5 2l 0
Olial e 090 (amghy loans) o 5lad oBlails

[71K. Savage, P. Coogan, and H. Lau, “The
Evolution of Ransomware,” Res. Manag., vol.
54, no. 5, pp. 59-63, 2015.

[8] Monika, P. Zavarsky, and D. Lindskog,
“Experimental Analysis of Ransomware on
Windows and Android Platforms: Evolution and
Characterization,” in  Procedia Computer
Science, 2016, vol. 94, pp. 465-472.

[9] E. Kirda, “UNVEIL: A large-scale, automated
approach to detecting ransomware (keynote),”
in usenix.org, 2017, pp. 1-1.

[10] N. Scaife, H. Carter, P. Traynor, and K. R. B.
Butler, “CryptoLock (and Drop It): Stopping
Ransomware Attacks on User Data,” in
Proceedings - International Conference on
Distributed Computing Systems, 2016, vol.
Aug2016, pp. 303-312.

[11] A. Continella et al., “ShieldFS,” in
Proceedings of the 32nd Annual Conference
on Computer Security Applications - ACSAC
16, 2016, pp. 336-347.

[12] A. Palisse, A. Durand, H. Le Bouder, C. Le
Guernic, and J. L. Lanet, “Data aware defense
(DaD): Towards a generic and practical
ransomware countermeasure,” in Lecture
Notes in Computer Science (including
subseries Lecture Notes in Artificial
Intelligence  and  Lecture  Notes in
Bioinformatics), 2017, vol. 10674 LNCS, pp.
192-208.

[13] D. Sgandurra, L. Mufoz-Gonzalez, R.
Mohsen, and E. C. Lupu, “Automated
Dynamic Analysis of Ransomware: Benefits,

Limitations and use for Detection,” undefined,
2016.

[14] A. Kharraz and E. Kirda, “Redemption: Real-
Time Protection Against Ransomware at End-
Hosts,” in Lecture Notes in Computer Science
(including subseries Lecture Notes in
Artificial Intelligence and Lecture Notes in
Bioinformatics), 2017, vol. 10453 LNCS, pp.
98-119.

[15] Z. He, X. Xu, J. Z. Huang, and S. Deng, “A
Frequent Pattern Discovery Method for
Outlier  Detection,”  Springer,  Berlin,
Heidelberg, 2010, pp. 726—732.

[16] R. Agrawal and R. Srikant, “Mining
Sequential Patterns,” in Proceedings of the
Eleventh International Conference on Data
Engineering, 1995, pp. 3-14.

[17] C. H. Mooney and J. F. Roddick, “Sequential
pattern mining -- approaches and algorithms,”
ACM Comput. Surv., vol. 45, no. 2, pp. 1-39,
Feb. 2013.

[18] Andrej Karpathy, “The  Unreasonable
Effectiveness of Recurrent Neural Networks,”
2015. [Online]. Awvailable: http://karpath-
y.github.io/2015/05/21/rnn-effectiveness/.
[Accessed: 30-May-2019].

fFA ol Vo, Ve JLlu


http://dx.doi.org/10.52547/jsdp.18.3.29
http://jsdp.rcisp.ac.ir/article-1-1003-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-26 ]

[ DOI: 10.52547/jsdp.18.3.29]

3
L)
P
L
2
?
4
A
3
3
3
-2
X
Q%
ke
2
3
2
.._%
ey
35
b
3
)
2}
X
&

f

by ¥ ol VFee Jlo

Codnl g gl a,las (gglSesls ¢ yuislo SrSob
el ke Ll aalll,y Slas
s_hashemi@shirazu.ac.ir

savar Jl o el ol

CL‘ @lolid g5o90 (59; 095 by

e SCSSS 5 s S04 L Lol

“ )éoﬂ-«s&;ﬂb 5 oeile S0k 2

Sl 08,8 glis 51l sais oRils

sl ioles 5 Sz ;o (godrio SYlie (ST Linl ;)

leais; cul oo, Gl 4 ) )15 5 S oee

GrSok )8 5 b lad ol laal ciashy

SraSd 5 bt Sl ;0 Gros 6250k 5 (dle

Sl (6 i gualS

) el & le oligl bl e
s.homayoun@sutech.ac.ir

WA Jlo jo y85,8L allle,s
g Ay 5o el S
Jlo 5o 5 plasl oKiils 51 Feuls
5o 1y 093wl cwlis )5 S e VYAV
obial )8 28byo 1) Jl8le 5 - FonalS (pwaige axd)
S8le s ol 0 IV Jle o 1) 05 6l S S e
Sy90 iRyl s ilu, plasl 4 STl olRisls o

GLDW 9 ‘55[50.)‘0 5u.:.wl.o 6).»50[) ULMAJ‘ a8dle

el oazmoslyiy

5l cwl @le Lol asbl), glas
k.bagheri@iauyasooj.ac.ir


http://dx.doi.org/10.52547/jsdp.18.3.29
http://jsdp.rcisp.ac.ir/article-1-1003-en.html

[ 92-60-920z uo JrJe-dsidps( wouy pspeoumo( | [6Z°¢8T dpsl/z¥S26 0T :10d ]


http://dx.doi.org/10.52547/jsdp.18.3.29
http://jsdp.rcisp.ac.ir/article-1-1003-en.html
http://www.tcpdf.org

