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An intelligent behavior-based intrusion detection method
for virtual machines

Fatemeh Mirjalili & Jafar Razmara”
Department of Computer Science, Faculty of Mathematics, Statistics, and Computer
Science, University of Tabriz, Tabriz, Iran

Abstract

In recent years, the speed and complexity of computer networks have grown significantly. At the same time,
network-based anomalies and attacks have increased. Nowadays, intrusion detection and prevention is considered
as a main strategy in satisfying the security of computer systems and communication networks, and the detection of
these attacks with high accuracy and the least error is very important, especially in the field of network
management. Today, virtualization technology is widely developing in order to set up multiple virtual systems on a
physical system. Computational clouds are the most hallmark of this technology. Intrusion detection systems play a
key role in protecting cloud resources on virtual machines. An intrusion detection system has the task of monitoring
events within a computer system and the communication networks, and detects unauthorized and abnormal
behaviors to deal with them. The proposed systems for intrusion detection mainly use data mining, machine
learning and statistical analysis of data. Therefore, it is natural that in some cases they lead to the production of
false alarms. Consequently, it is essential to improve the accuracy and high detection capability of these systems.
Regarding the increasing speed and complexity of these machines, it is necessary to increase the ability and
accuracy of intrusion detection systems for identifying different types of attacks at a right time. In this regard, the
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use of behavior-based approaches has attracted more attention due to their high scalability in the large networks.
The methods for intrusion detection that utilize network traffic graph clustering do not have the accuracy and
appropriateness with the speed of data transfer in the current computer networks. Thus, the solutions can be
improved by choosing an appropriate strategy for clustering. In this paper, a new behavior-based method for
detecting intrusion in computer networks is presented. To this end, the network data was modeled through the flow
of data as a traffic dispersion graph and then clustered using an improved Markov-based algorithm. Then, by
analyzing a set of statistical criteria, the produced clusters, a penetration detection model was constructed. A set of
modified statistical criteria was defined and utilized for analyzing the constructed clusters. The proposed model was
examined and evaluated on the DARPA 99 dataset. In addition, the results of the proposed method were compared
with seven other methods which work based on machine learning techniques. The results show that in the proposed
method, the error detection rate is significantly reduced and the accuracy rate of the method is increased compared
to seven other intrusion detection approaches. The reason for this performance improvement can be attributed to
the good performance of Markov's improved clustering algorithm, which has produced more accurate results on
flow-based data. Also, defining and applying appropriate criteria to determine the threshold limits is effective in
obtaining accurate results. In addition, the results demonstrate that the proposed model has better capabilities than
the methods which are not use graph clustering and can detect attacks with high accuracy.

Keywords: behavior-based intrusion detection, traffic dispersion graph, data flow, graph clustering,
optimized Markov clustering

WS 13 axgs 9j90 fiian 9 03,5 Joo S wox

5
[] 6\4.3[3}) 6&4&& (;Amju.cf.u ‘ﬂ,'.] LsL‘bJL.u)o
lools  cloaiuo 938l W Rt Sds -
Sloslo slasis o2 053805y I s 5 byl o Slilse 4 5 4iils Lt o,
Sl s bliy) saass b e

doddo —)

5 hel B0l o plsreay 355 5l 6T sl> 5 areis
6[@&”. 9 dldﬂ.’.‘) 6lbpw" « Cin | Qo;m))jiﬁ
s Vb i b bales (pl plulis 5 ke (bl

ol ad, Gy aS obe Sgy alax 5l el osls s
dg85 yanseid slo by, 5l eolaiwl wileas &3l ISie
Sl Jolod sl @ bt cnl ol Gl 2 (e
) bat 5l Glacgome Sie sla Shy i ;o
69,529, [6] ggpml VoV Jlo o aisS oo Jlos
Loass o ooy b wlal p 3585 ais (ly
G5 el ol &ll 7l Sley slas 5l oolail

Sl 1 aSlll Cu pie 0j9> 0 pgasd Uas o S0
Gladsed 5 glibly pesw 090 @by 2 U o)l
g jlrepe la)ls), 4 wuS o)l LQHT O tsbl“")‘

Jedos bl by p (e 3985 aniS (gl
SYNY Jlo o [7] o)5es 5 uisels Liwgs dlos
054.: uam @‘)L{s ng"]“' ‘uLxJUa.n u)‘ )é w‘ AW
.... 6[—“&:3)4..) ... . S~:. )Q Oo‘o QL.)‘).?)-J ..‘~
3okl (oo cpl jo il sul soly ylid lgize
i3 cds il s GBS L e sl Sl
Sl J5e Jlws S wbde b laaSlit o 344
3 b conlize by 55l ol Cosnls cadls s [8, 9]
2 o)l Sypo dex 5l Pl pl o zilae vpe
NP TR Pt JERE e
SaSly B sl Sl sl oles 959l o
OLan g g5g8guls] Jawgd YooV Jlu jo aSis S8l
I, S8l Sassly GIF gigde sl ol sl [8]
Om e ladels 5l (SEIS Gl lgea
2 e Al )3 08 Gy oS5l ey S
&S el (S009xge 4 laie 05 G sl UGy
Ju Sy oyl Pl Sl IS5y G;l.w S5

laalols ams Las LT b ablio gy 1, bl
slagtyy l edes jobay Sodi ais glp cadadl)]
o0 ools (g lel il g piile (650l (gglSools
My 4 e ©o)lse ;0 &5 il (b g Wipee
9 B g «oplply 3] Wed oo ol sla loiae
Ll (55550 s ailols ! (YL aseis Ulg
Gl 5 >hb sly goasie Db (St
w35 plonl Vb glacolls b 3gi anieis sladiloba
bB alise gleacs 5l sadal)l sla by, .l
ogz bl sanaiws aes )l e gonaiws
o iy, aiwd dw 4 aS oolaiul 5 g0 v, Xl 0 Slee
5 woleps S, n e oy, dLasl n e
S0 weboe peds oolepd JSSen slaghs,
SsSIl ol Ladl 5y (e slagiy; &5 o]
ol 4 ol S e s oasails e
Glbsy ol i aslial 5 war S

e plulid @lp L8, e 3985 Lasis

FA 2be Vo Ll VFee JLo

&


http://dx.doi.org/10.52547/jsdp.18.2.135
http://jsdp.rcisp.ac.ir/article-1-984-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-10 ]

[ DOI: 10.52547/jsdp.18.2.135 ]

&

BIlxo Gy uble (59 22 HUB) H3 (Siiue Jieabgd Igis Housuiis Yy S ash)l

@

@l el cax )0 09290 ylel slo s (3555l
Syge dllie cnl ;o a5 W)l Sless 4 5ls ganaldss
@ity Ghsy egm i o el a8)F 1S o)
2 @iy Ghe)y (Sl s 25 5 end (Byee

gl o om )y Al sl g, b dunslie

g, g olgo ¥
Ol 3585 i (glp eadalll glals, (o)
30 Cadgasme b 3988 auseld jo s iolidlas aes e
Lol axloe asid Cepw 5 Do glyl ais
g wlie (b, Ll el Baa b il egh
GaRAlgS Caepu g (anseid S Gl sl o )8
g Ao glgl (adeis [0 Cosgame yialS yoores g
plol 3585 aweis sloaible ;o hlé slo,laie #,
by peolie 5l odlitul b jolaie (roon ay Cowl a23)5
Gz 0,50, o] ganadss 5 Sl (Sassly, GIS
ool p3Y 398 e 5l 8 ol sad Syxe
plsl &b o> Sl g9y 2 Y slagbilon e
3 adgdd oolatwl b oaddil)] jig, glp ool b o 5
ot lneslial j5e gy Tl (i3 )l

e glp goleiny (N9, o 9 (Bxe Loools
el o0l eolo C)'“’ 053-’

Loold (5310 3 gy -V
Sedi aseid alblbe S Al jo g slras I S
Lol caslie glroslsasgome 59, » ol 25 @l
s, sl [13] DARPA 4 [12] CIDD acgas 5o
CIDD e gams aiind canlio 35i ariets sloailole
3l s oom ol Slewlns jl oadiags silre @l Jolt
Uit 45 sl 0sd oS5 ) g Bl iy g0
s b Silme lagnale 51 USaze o] (s
Slapiass & bape ()15 50 g Al sl ale
9y 3l aegeme Gl Gl S cwl lnl8
pas Jdoas Jg wouls a4y DARPA osloacgesns
JoB alis 4 4 b g acgerme (nl 4 JolS (o iws
Slooldacgaza ( idgh (pl 10 degezme g0 (pl Lol
oolizosl 5,50 (oolgii B3, syl sl DARPA 99
L og o0g iy S odlddcgeme cpl (285 )3

5 oo lrosldacgese A pwiwd 098 4 dzgl

A 2 Vol VFee Lo

w‘ 5 o usl.a...o o)f 99 O VoW JL»..J)‘ OMQULAMJ
0,59, [10] Y-V Jlo o il Ken o alSoS (Ll
Slp 8ol Sy FaSly SIS bl swoe
W8S grhe b bmal g 35k asis
0,5y, [11] YO F Jlo o KT 5 jeaile 6,50
Jolos sl @ baaias an T Jldow sl p o>
S92 o> Qlulid Uy by wns lyiome
LRl 2B ylie 0929 b iadole &Sl TCP SG,
Lo slaasis (o ladins ol Julod 0 Sog, ool YU
S0l o el sols caws 3l 093 LS YL Ce p
[1] Y-8 Jlo o il Ko o ], lawgs coiadl)l
BB bl el Sl by SIS gunadss
ol 3l Sley s o il GBely cnl po 288
ol eolaiwl b g el oo sl B1F aSll S8l
Slej Gy 2 Slodl,S Sy o eNl e Y5
olering JB0l) (nl 0o (b))l s 5 (Saade
ol 4y ol 5 ails (6 yaS oldl pdeis oliee
2o sle g, 4 Cond (Do I alize gl
Sz Sy e, eolawl Lol sl asas
Sy Cuvgame a5 Cul el Dlawe sasnalies
Olej 4z o S (aades (ol 4 g wbl adly
30 S oo Jes gl aills Lol o g
Wlgh gad S5 e s8Il 0l5 sleesls Jsl e L YL
d9>9 L YU coiasl) sl g, Egome IR
‘5..».».9 (_gl.QO)SJj) 9 L)L’)} 5 G..».».A (_gl.ﬁoéb )l oolawl
a8l ol gl jasis cds e SIS
5 gogame glgl ololils a4 ;0B Ls b g, ol Ll
S O
G dek8 amid glp eadallyl sla g,
9 RS W0 0y 45».«» uS.J‘f J‘; GMM?
‘) )9).4)‘ ‘_glbd.iuw B laools JLD.U‘ S lJ r:)y WJL»_'
‘_gl).' WL».A )150‘) \.)l?LAJ‘ L: U‘j"LSA eu.vl)JLu 9 ..\J)‘\.\.s
el g ol e |y ey coaS g cds ganalies
6‘).: djf)Lo Lgd.udw:y P (e )lSO|) c_i: lae
RSSO R WL I P GUWE WU V- IR g WE
SIS oSl SB35 bzl Sley s e sl i,
6..\..44....49} QD.M}LSA LSA..JM}} o g ool 4l
SR 6‘)‘0 9 od; J.Q.C fa A_BBS)LO J..Lo u.ul.w‘).‘

Goimadg> Yb 8 g Sy 4y ax g Lol oYL


http://dx.doi.org/10.52547/jsdp.18.2.135
http://jsdp.rcisp.ac.ir/article-1-984-en.html

[ Downloaded from jsdp.rcisp.ac.ir on 2026-05-10 ]

[ DOI: 10.52547/jsdp.18.2.135 ]

0 Shx S ln S o oy ma ]y oS L
ad)S L p0 Jb o lagl m gl 92y Sjge o
Olpedr 05 95 (o ok Sl (rizres 09d o
(i N9y 00 e a8 L s b (s
@ arsi b b ol (asis lp Gy s e
s gy b Ol dd ey g Laosls oS3
e Ojg0a; Gloj s )0 SIS 0 dagg,lrial

L) 18 sy 9y9e

B1,5 Ojyglxo (gt yilo S lw -Y-Y
oy las w50 cdslissa sl S 51 S, o oy
o rle )3 g oe i3l D jglme  Slo Sy alia
2% S97se oS caadlis (g g Jlaw o Oyl
09 1) omle pobe polie 5 it Slojy s o
S obar wad o0 S5 05 93 (o 35290 sla b
L s el Jocge aSis Sl GLS ab oyl
DLl bz p (e odlddsgeze 4 laosls Jous
Salize |y alie glagyis b a8,bes b & baosS oy
O 48,b S bl sgaome slass 4y adl 0gd oo bous
b s 3Ly Jol jo a5 38 292 Lao S
A 8550 Slaj s 03l 5l 2yl 50 Ll egSiae bl
g ol pl sgume olawy @ axgi b .ol a8 3 18
Ol csanadys plxl jl ogllas gl 321 jslaeas
ol a0 Smetr WL ganades Jsb
anld Job jo plgee 1) e Sdly 8IS sy
Gl 5o B G 0 S e Djgeds (suualy>
039 (e Bo)S (o adibgs Ol 6l WSS
ol 3 S e Jb (g Oy 05 99 G sla
Om 49,b S Slbls)l g 0gdge 48,5 a0 jglne
(V) JS& 0gbe gy Opglme mile )3 05 90
a ligzr SIS Syl Gule Jad 5l glaiges

a3 se Ol 1) S g SIS

0 4100
3 0 0 0 2
1 0 0 0 O
0 0 0 0 1
02 0 0 O

04100
4000 2
% 10000
0000O
02000

o SIS @ yglro o e Jued 3l laiged (Y- JS)
S g SIS @
(Figure-2): An example for converting the directed neighbor
graph matrix to undirected graph matrix
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(Table-1): The obtained accuracy using three different timing window and three different values

for the first threshold
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(Table-2): The obtained accuracy using timing window (=30 s) and the first threshold (>30)
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(Table-3): Comparing the results of the proposed method and other intrusion detection method
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