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Abstract

The Internet of Things (I0T), is a new concept that its emergence has caused ubiquity of sensors in the human
life. All data are collected, processed, and transmitted by these sensors. As the number of sensors increases,
the first challenge in establishing a secure connection is authentication between sensors. Anonymity,
lightweight, and trust between entities are other main issues that should be considered. However, this
challenge also requires some features so that the authentication is done properly. Anonymity, light weight and
trust between entities are among the issues that need to be considered. In this study, we have evaluated the
authentication protocols concerning the Internet of Things and analyzed the security vulnerabilities and
limitations found in them. A new authentication protocol is also proposed-using the hash function and logical
operators, so that the sensors can use them as computationally limited entities. This protocol is performed in
two phases and supports two types of intra-cluster and inter-cluster communication. The analysis of proposed
protocol shows that security requirements have been met and the protocol is resistant against various attacks.
In the end, confidentiality and authentication of the protocol are proved applying AVISPA tool and the
veracity of the protocol using the BAN logic. Focusing on this issue, in this paper, we have evaluated the
authentication protocols in the Internet of Things and analyzed their limitations and security vulnerabilities.
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Moreover, a new authentication protocol is presented which the anonymity is its main target. The hash
function and logical operators are used not only to make the protocol lightweight but also to provide some
computational resources for sensors. In compiling this protocol, we tried to take into account three main
approaches to covering the true identifier, generating the session key, and the update process after the
authentication process. As with most authentication protocols, this protocol is composed of two phases of
registration and authentication that initially register entities in a trusted entity to be evaluated and
authenticated at a later stage by the same entity. It is assumed that in the proposed protocol we have two types
of entities; a weak entity and a strong entity. The poor availability of SNs has low computing power and strong
entities of CH and HIoTS that can withstand high computational overhead and carry out heavy processing.

We also consider strong entities in the proposed protocol as reliable entities since the main focus of this
research is the relationship between SNs. On the other hand, given the authenticity of the sensors and the
transfer of the key between them through these trusted entities, the authenticity of the sensors is confirmed,
and the relationship between them is also reliable. This protocol supports two types of intra-cluster and inter-
cluster communication. The analysis of the proposed protocol shows that security requirements such as
untraceability, scalability, availability, etc. have been met and it is resistant against the various attacks like

replay attack, eavesdropping attack.

Keywords: Internet of things, Authentication, Anonymity, Lightweight.
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(Figure-2): Registration Phase
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Generate: N1'

A=NI'® KI'

VI'=H (AIDI'|| AID2'[| N1'[| Tr1")

OR  AV’= H(AIDI' || AID2'||N1'|| ID1)

I

MI= {AIDI', AID2', Trl', VI, A}—»
[ —— { B , Trl', VI, A’} |
CHECK: Trl'

Get: N1I'

Verify: V1'
FMZZ {AuthReq}——p!
: Generate: N2' l
: B=N2'@® K2'
: V2'=H (AID2' || N2'|| Tr2")
| OR  AV’= H(AID2'[|N2'|| ID2")
:<— — ——-M3={AID2', Tr2', V2", B'} — — — — —|'

CHECK: Tr2' !
Get: N2' |
Verify: V2' :
Generate: N4', N5' :
Update: |
AlDnewl'=H (ID1' || N4 :
AlDnew2'=H (ID2' || N5') :
Trl'=N4' |
Ti2 =N§' :
Compute: AK’=N1'® N2' :
Trinew’ = H(IDI' | AID1) @ Trl' |
Tr2new’ = H(ID2' || AID2") @ Tr2' :
AKI= AK @ H (K1'|| AID2') :
AK2= AK @ H (K2'|| AID1') |
V3'=H (ADDI' | AK2 | N2' [[Tr2) :
V4'=H (AID2' || AK1 || N1'||Tr1") :
AID1'= AIDnew1' |
AID2'= AIDnew2' :

|
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T _ ) \ .
K —— — — M4= {AK1, V4", Trlnew'} — — — — — I M5= {AID1', AK2, V3', Tr2new'}——»;
Get: AK’, Trl' : Get: AK’, Tr2'
Verify: V4' Verify: V3'

Compute: AIDnew!' Compute: AlDnew2'

Update:
AID1'= AIDnew!1'

Update:
AID2'= AIDnew?2'

Aligs pw 90y Sdlol 1ol (F- )
(Figure-4): Authentication between cluster heads
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SN1

Generate: N1

A=NI1® KI

Vi=H (AIDI || AID2 || N1 || Trl)

OR AV= H (AIDI || AID2 || N1 || ID1)

TMI= {AID1, AID2, Trl, V1, A}

oY

CHECK: Trl
Get: N1
Verify: VI
Compute:
B=N1® AK

V2= H (AIDI || AID2 || N1)

SN2

—M2= {AIDI, AID2,B, V2}—»|
} Get: N1
Verify: V2
M3= {AuthReq}——>

: Generate: N2

I B=N20 K2

! V3=H (AID2 | N1 || Trl)

! OR AV= H (AID2 || N2 || ID2)
ke —-M4= {AID2, Tr2, V3, B}-—-
k

Check: Tr2

Get: N2

Verify: V3

Compute:

D=N2 @ H(AK || AIDI)
V4=H (AID2 || AIDI || N2 || AK)
Generate: N3

Tr2 =N3

E=(NI|| Tr2)® H(K2 || AID2)
V5= H(AIDI|| AID2||N1|| Tr2)
Update:

AID2= H(ID|| Tr2)

P —————

Get: N2

Verify: V4

Generate: N4

Tr1 =N4

Compute:

F=(N2|| Trl) ® H(K1 || AID2)
V6=H(AID2 || AID1|| N2 || Tr1)
Update:

AIDI=H(ID || Tr1)
T

< -M7= {AID2, AIDLF, V6} -~
Get: N2, Trl i
Verify: V6
Compute:
SK=N2®&NI
Update:
AIDI=H(ID1 || Trsl)

< -M6= {AID2, AID1,D, V4}---

——MS5= {AID2, AIDLE, V5}—>
Get: N1, Tr2
Verify: V5
Update:

AID2= H(ID2 || Tr2)
|

Wolkio graligs pw jo ;U‘"" 99 o edlal ol (B JS)

(Figure-5): Authentication between two sensors in the same cluster head
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(Table-2): IoT Requirements
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protocol time execution
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(Table-3): Resistance against attacks
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