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Abstract

Android malware remains a significant cybersecurity concern, with McAfee’s 2022 report calling it
"The Year of Stealthy Mobile Attacks." The open-source nature of Android and the widespread use of
third-party app sources make it a prime target for cybercriminals. Malware variants such as Trojans,
spyware, and worms often disguise themselves as legitimate applications while secretly executing
malicious activities. Attackers employ techniques like repackaging apps, injecting harmful updates, and
distributing deceptive downloads to infiltrate devices. In 2023 alone, over 600 million malware-infected
applications were downloaded from Google Play, underscoring the urgent need for more sophisticated
detection strategies. Traditional signature-based methods struggle against rapidly evolving threats,
necessitating the adoption of more adaptive and intelligent approaches such as deep learning.

This research presents an innovative Android malware detection framework utilizing static analysis.
Instead of relying on conventional feature extraction techniques, this approach transforms raw APK
byte sequences into audio signals, allowing the application of spectral analysis methods. The conversion
process begins by interpreting the raw byte sequence of an APK file as a one-dimensional numerical
signal, where each byte value (0-255) is mapped to an amplitude level. To avoid loss of structural
information, the sequence is reshaped and passed through a waveform generation process, effectively
converting the byte stream into an audio signal. This transformation preserves the sequential
dependencies inherent in the bytecode, allowing for effective feature extraction in the frequency domain.
Once the APK file is represented as an audio waveform, cepstral analysis techniques such as Mel-
Frequency Cepstral Coefficients (MFCCs), Bark-Frequency Cepstral Coefficients (BFCCs), and
Gammatone-Frequency Cepstral Coefficients (GFCCs) are applied. These spectral features capture
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unique patterns embedded in the bytecode, revealing underlying structures that distinguish malicious
applications from benign ones. The extracted features are then formatted as three-channel spectrogram-
like images, forming the input to a deep learning model. By leveraging transfer learning on these
spectral representations, the model can efficiently classify malware while remaining robust against code
obfuscation and adversarial attacks.

To optimize malware classification, this research fine-tunes EfficientNetV2B0, a state-of-the-art
convolutional neural network, using transfer learning. The pre-trained model, originally designed for
large-scale image classification, is adapted to process spectral representations of APK files. The final
layers are retrained on the malware dataset while earlier layers retain their learned feature extraction
capabilities. This approach enables efficient learning with limited data while improving generalization,
ensuring high detection accuracy even on previously unseen malware samples.

The proposed model achieves an impressive 99.3% accuracy and 99.1% recall, demonstrating its
effectiveness in detecting malware, including obfuscated and evasive variants. By preserving the
sequential structure of APK bytecode in an audio format, this method enhances detection robustness
without requiring complex reverse engineering techniques. The model’s performance was evaluated
using a diverse dataset of over 11,000 applications, including obfuscated malware samples designed to
bypass traditional security measures. The results highlight the effectiveness of the audio-based approach
in distinguishing malicious patterns, achieving a detection rate significantly higher than conventional
static analysis techniques. Unlike traditional machine learning models that require extensive feature
engineering, this black-box method leverages deep learning to automatically extract relevant patterns
from spectral features, improving both efficiency and scalability. The high accuracy and recall scores
achieved in this study mark a significant advancement in Android malware detection, proving that
audio-based representations can effectively capture the structural and behavioral properties of
malicious software. This research not only provides a novel direction for malware classification but also
introduces a scalable and adaptable framework capable of addressing modern threats with
unprecedented accuracy and resilience.

Keywords: Android Malware Detection, Deep Learning, Static Analysis, Image Processing, Audio Signal
Processing.
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(Figure-1): Chart of cyberattacks carried out with the help of mobile malware
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(Figure-2): Activity diagram of the proposed solution
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(Figure-3): Activity diagram for the first phase, data collection
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(Figure-8): Model accuracy chart in train and validation. The freezing state of the base model is indicated by the blue background in the chart.
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