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Abstract

“The Internet of Things” is an extensive network of intelligent objects that has a large number of objects
connected to the Internet. One of the applications of the IOT network is in smart cities. In smart cities,
all parts of the city, such as the transportation system, electricity network, health network, etc., are
interconnected with IOT support. One of the critical challenges of the IOT network is the occurrence of
attacks against this network, which causes the network services to be disrupted. Intrusion detection
systems are used to detect attacks on the IOT. The role of an IoT network intrusion detection system is
to analyze the network traffic, detect abnormal traffic, and send necessary warning to the firewall. One
of the methods of detecting attacks on the IOT and smart cities is to use machine learning methods such
as support vector machines(SVM). One method to reduce the error of the support vector machine in
detecting attacks on the IOT network and the smart city is to use feature selection methods and optimize
its parameters. By selecting the feature and optimizing the parameters of the support vector machine,
the attack detection error will be reduced. In this article, an intrusion detection method with an artificial
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neural network and a swordfish optimization algorithm is presented to detect attacks on the smart city.
The proposed method includes three different phases: data set balancing with game theory and GAN
network, feature selection with Sailfish Optimizer algorithm, and optimization of SVM parameters with
Archimedes optimization algorithm (AOA) algorithm. The role of a multilayer neural network in the
proposed method of evaluating feature vectors and the role of the support vector machine is to classify
network traffic into two categories: attack and normal. The evaluation and tests performed in MATLAB
software and on the NSL-KDD data set show that the accuracy, sensitivity, and precision of the
proposed method are 99.12%, 98.92%, and 98.96%, respectively, and the support vector machine with
Gaussian kernel seems to be more accurate. The results of the experiments showed that the proposed
method is more accurate than meta-heuristic algorithms, such as gray wolf optimization and genetic
algorithms in detecting attacks on the smart city.

Keywords: Internet of Things, Smart Cities, Intrusion Detection System, Machine Learning, Sailfish
Optimizer Algorithm, Feature Selection.
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(Figure-1):Increasing the number of smart objects between 2019 and 2030[16]
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(Figure-5): The role of machine learning and deep learning
methods for Internet of Things traffic analysis[21]
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(Figure-7): Steps to detect attacks in smart cities
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generating synthetic samples for the balancing of the
dataset[42]
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(Figure-11): right to the left, the transformation
functions of feature selection from type of V and S [16]
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(Figure-14): Features of the NSK-KDD dataset in detecting network attacks[23]
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(Figure-15): Evaluation of the index of accuracy, sensitivity and accuracy of the proposed method with different kernels
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(Figure-16): Comparison of the accuracy of the proposed method with three machine learning methods

$F ool ¥ 5l 1FoF Jlu


http://jsdp.rcisp.ac.ir/article-1-1378-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-09-14 |

Glizo s B, b solsion 09y o 9 Camblns (B (ps Ll 20U 5,1 (VY- JSC)

(Figure-17): Evaluation of the index of accuracy, sensitivity and accuracy of the proposed method with different kernels
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(Figure-18): Comparison of attack detection accuracy in the proposed method with feature selection methods
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