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Design of cybernetic metamodel of cryptographic
algorithms and ranking of its supporting components

using ELECTRE 111 method
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Abstract

Nowadays, achieving desirable and stable security in networks with national and organizational scope
and even in sensitive information systems, should be based on a systematic and comprehensive method
and should be done step by step. Cryptography is the most important mechanism for securing
information. a cryptographic system consists of three main components: cryptographic algorithms,
cryptographic keys, and security protocols, which are mainly based on cryptographic algorithms. In
designing a cryptographic algorithm, all the necessary components of information security must be
considered in a model of excellence in technical, organizational, procedural and human aspects. To meet
these needs, we must first extract the effective components in the design and implementation of
cryptographic algorithms based on a model and then determine the impact of the components. In this
paper, we use cybernetic methodology to prepare a metamodel .The cryptographic cybernetics
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metamodel has four components: “strategy / policy ", ""main process", ""support process'" and "control
process'. The ""main process’ has four stages and also, the "'suport process' includes 13 components of
hardware and software. The interactions of these two processes shape its structure, leading to a complex
graph. To prioritize suport components for resource allocation and cryptography strategy, it is
necessary to rank these components in the designed metamodel. To overcome this complexity in order to
rank the support components, we use the ELECTRE IIl method, which is a multi-criteria decision-
making method. The results show that the components with high priority for the development of the
cryptographic system are: Research and Development, Human Resources, Management,
Organizational, Information and Communication Technology, Rrules and Regulations and standards.
These results are consistent with reports published by the ITU in 2015, 2017 and 2018 .
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