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A High Capacity Email Steganography Scheme
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Abstract

The expansion of the use of information exchange space and public access to communication networks
such as the Internet has led to the growing dependence of social institutions on the use of these networks.
However, maintaining the security of information exchanged on networks is one of the most important
challenges for users of these networks. One way to protect this data is to use private networks. But
building these networks is not cost-effective in terms of time and cost. In contrast, the use of encryption
techniques, access control mechanisms and data concealment are among the effective solutions for

security in the information exchange space.

Existing methods for hiding information can be divided into three categories: cryptography,
watermarking and steganography. In cryptography, a simple text is converted into encrypted text,
which, of course, requires a decryption operation as well as an encryption key. In general, cryptographic
techniques suffer from two major problems. The first problem is the ban on the transmission of
encrypted data in dictatorial regimes, and the second problem is that cryptographers pay attention to
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encrypted data and stop any secret communication. The second category of information hiding methods
is watermarking. Watermarking techniques are commonly used to protect the copyright of a digital
content and to deal with issues such as fraud, fraud and copyright infringement in the data transfer
space. In steganography methods, the transfer of information takes place in a cover through public
communication channels, and only the sender and receiver are aware of the existence of a secret
message. Two aspects of steganography must be observed. The first aspect is that the cover and secret
content look the same in the face of statistical attacks. The second aspect is that the process of hiding the
secret message in the cover is such that there is no difference between the cover and the secret in terms
of the human perceptual system. In fact, the accuracy of the transmission media is maintained.

Steganography methods use image, video, protocol, audio, and text platforms to hide information.
Steganography in the text is difficult due to very little local variation. Humans are very sensitive to
textual changes. Hence it is difficult to spell in the text. However, due to the high use of text in digital
media, the insensitivity of text to compression, the need for less memory to store and communicate more
easily and faster, many methods for steganography have been introduced in it. In addition, text is still
one of the major forms of communication available to the general public around the world.

In this paper, we propose a new email steganography scheme using a dictionary-based compression. In
the proposed scheme, a number of email addresses containing a hidden message will be generated using
the submitted text. The submitted text is sent to the generated and recipient addresses at the same time.
This does not reveal the identity of the recipient of the message, and only the recipient can extract secret
message using other email addresses. In the proposed method, two steganography keys are used. Using
these two keys increases the security level of the proposed method. Also, the capacity of the proposed
method is unlimited, which of course is a great advantage in a steganography method. This unlimited
capacity provides high security for the proposed method. Another advantage is that the proposed
method is not limited to the type of the cover-text. Initially, the secret message is converted to a bit string
by a dictionary. Then the operation of embedding the secret message in the recipient's addresses is done
by the steganography keys.

The efficiency of steganography algorithms depends on various factors such as lack of detection by the
human eye, lack of detection by statistical methods, and capacity. The proposed method does not change
the cover-text. Hence, this method is not detectable by humans or statistical methods. The capacity of
the proposed method in this research is based on built-in email addresses. As the text of the message
increases, the number of emails created increases too. Of course, this increase in the address of the
emails created can lead to suspicion of the emails sent. Therefore, the parameter of the number of emails
created is also important in the evaluation. In this paper, the efficiency of the proposed method is
evaluated based on the two parameters and compared with existing methods. The results of this
evaluation show that the proposed method, in addition to providing unlimited capacity in
steganography, produces fewer email addresses generated as well as fewer message bits after
compression.

Keywords: Email Steganography, Dictionary, Capacity, Security.
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\ msn.com 110
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(Algorithm-1): Choosing a decimal value from the bitstream
of the secrect text.

1. SecretBlockSelection (M, X, N,)

2. de0

3. while d <X X N_. do

4. // get the next bit in M

5. b « the least significant bit in M

6. // shift d one bit to the left

7. d—d<«1

8. if (b==1) then

9. // use bitwise OR for adding b to
d

10. de<dorb

11. end if

12. end while
13. return d
14. end SecretBlockSelection
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(Table-4):: The bitstream generated from first three
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From:  mansoor fateh (mansoor_fateh@shahroodut.ac.ir)
To: m.rezvani@gmail.com
Co bfjamzade@btinternet.com, Iralizade@aol.com

Enter message subject

<

degrees in Electrical Engineering, Computer Engineering, and Information Technology. It is the pioneer of all higher

education centers in the field of electrical and computer engineering nationwide. With more than 2000 students, 84 faculty
members, including 21 Professors, 20 Associate Professors, 40 Assistant Professors, and three lectures. The School of ECE
faculties earn teaching ratings that are among the best in the College of Engineering, and also at the University of Tehran.

Jlo S sl g3l 5l () bawed (Jlwyl asbilyl (Y- &)
(Figure-2): An example of the email generated using the proposed method.
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“in the research area of text steganography, algorithms
based on font format have advantages of great
capacity, good imperceptibility and wide application
range. However, little work on steganalysis for such
algorithms has been reported in the literature. based on
the fact that the statistic features of font format will be
changed after using font-format-based steganographic
algorithms, we present a novel support vector
machine-based steganalysis algorithm to detect
whether hidden information exists or not. this
algorithm can not only effectively detect the existence
of hidden information, but also estimate the hidden
information length according to variations of font
attribute value. as shown by experimental results, the
detection accuracy of our algorithm reaches as high as
99.3% when the hidden information length is at least
16 bits.”
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(Figure-3): Cover text used in [18].
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(Figure-5): Secret message for evaluating the length of the
compression algorithm.

“behind using a cover text is to hide the presence of
secret messages the presence of embedded messages
in the resulting stego text cannot be easily discovered
by anyone except the intended recipient”

School of Electrical and Computer Engineering
(ECE), initiated in 1934, now offers
undergraduate, masters, and PhD degrees in
Electrical Engineering, Computer Engineering,
and Information Technology. It is the pioneer of
all higher education centers in the field of
electrical and computer engineering nationwide.
With more than 2000 students, 84 faculty
members, including 21 Professors, 20 Associate
Professors, 40 Assistant Professors, and three
lectures. The School of ECE faculties earn
teaching ratings that are among the best in the
College of Engineering, and also at the University
of Tehran.

(dilings) Jlwl oo (5 - JSCi)
(Figure-6): The cover text.
Pl slila sudasle sacbll,y SLis olass (F- Jgu)
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(Table-6): Number of email addresses generated for the
secret message and cover text shown in Figure 5 and Figure
6, respectively.

10 [28]

7 &l (09

10010 00111 00000 00111 10001 01110 01110
00011 10100 01101 01000 10101 00100 10001
10010 01000 10011 11000 01110 00101 10011

BY ol ) 6ylecs 1F) JLu

18] &= yo 50 oolaswl 890 Ao ply (F- JSCb)
(Figure-4): Secret message used in [18].
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