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Abstract

The rumor is a collective attempt to interpret a vague but attractive situation by using the power of
words. Therefore, identifying the rumor language can be helpful in identifying it. The previous research
has focused more on the contextual information to reply tweets and less on the content features of the
original rumor to address the rumor detection problem. Most of the studies have been in the English
language, but more limited work has been done in the Persian language to detect rumors. This study
analyzed the content of the original rumor and introduced informative content features to early identify
Persian rumors (i.e., when it is published on news media but has not yet spread on social media) on
Twitter and Telegram. Therefore, the proposed model is based on physical and non-physical content
features in three categories including, lexical, syntactic, and pragmatic. These features are a
combination of the common content features along with the proposed new content-based features. Since
no social context information is available at the time of posting rumors, the proposed model is
independent of propagation-based features and relies on the content-based information of the original
rumor. Although in the proposed model, much information (including user information, the user's
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reaction to the rumor, and propagation structures) are ignored, but helpful content information can be
obtained for classification by content analysis of the original rumor.

Several experiments have been performed on the various combinations of feature sets (i.e., common
and proposed content features) to explore the capability of features in distinguishing rumors and non-
rumors separately and jointly. To this end, three machine learning algorithms including, Random
Forest (RF), AdaBoost, and Support Vector Machine (SVM) have been used as strong classifications to
evaluate the accuracy of the proposed model. To achieve the best performance of classification
algorithms on the training dataset, it is necessary to use feature selection techniques. In this study, the
Sequential Forward Floating Search (SFFS) approach has been used to select valuable features. Also,
the statistical results of the t-test on the P-value (<=0.05) demonstrate that most of the new features
proposed in this study reveal statistically significant differences between rumor and non-rumor
documents. The experimental results are shown the performance of new proposed features to improve
the accuracy of the rumor detection. The F-measure of the proposed model to detect Persian rumors on
the Twitter dataset was 0.848, on the Kermanshah earthquake dataset was 0.952 and on the Telegram
dataset was 0.867, which indicated the ability of the proposed method to identify rumors only by
focusing on the content features of the original rumor text. The results of evaluating the proposed model
on Twitter rumors show that, despite the short length of Twitter tweets and the extraction of limited
content information from tweets, the proposed model can detect Twitter rumors with acceptable
accuracy. Hence, the ability of content features to distinguish rumors from non-rumors is proven.

Keywords: Persian rumors detection, Content analysis, Physical and non-physical content features, Text
processing.
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(Table-1): The list of features introduced by supervised learning- based previose works for rumor detection
in compration with the proposed method.
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(Figure-1): The general structure of the proposed model to
identify rumors.
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(Table-2): The list of physical features for rumor
detection. The proposed new features are marked
with the "™*"* mark.
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(Figure-2): Rumors and content features related to it
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(Table-3): The list of non-physical contextual features for

rumor detection. The proposed new
features are marked with the "**** mark.
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(Figure-3): The vector representation of training texts as
text-feature matrix.
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(Table-4): Evaluation of the proposed model on dataset of
Twitter using three classifier RF, AdaBoost and SVM.

RF
ROC SmeF | (GleS s "
NING2 <IAYE <INVE <IAYE Gles L
TN IAYA -IAYA Ina Olag L s
IAYS IAYS IAYs “IAv? oSl
AdaBoost
LAY AA JIA-¥ I Oley L

2 Random Forest

3 Support Vector Machine

4 Perision

3 Recall

¢ F-measure

7 Receiver Operating Characteristic

I, ol zlsel coblB ol XL sly o sl5la API
slasl 2,6 (Messageld)ply awlis 5l o )le a5 o )ls

0l S awlls «Senderyoaiw,d awlis (Date) sl
sl gol> a5 (Text) oslo e «(Reciever)
O 5 9290 glsize SleMbl ob el G 26
Jokd" Jlade 4w Jels 4 (ContentTypeName)

" "

Slyze (Shy slie 5 cwl " L " nga”
S92 g0 peal b pld a4 digy SO el 457 (Content)
Sepehr_RumTel01 oolsdc gazmo .l (ol Kb ey o
Wl (Slpl gl aw Ll S sl Ul
5 (wikihoax.org) wSTyaL;% «(Gomaneh.com)
ol &S cwl ol gzl5esl (Shayeaat.ir) axls ool
WSS o Zuimyliel o o 1) b Sl bales )
L ool KL anls AAY JelS' e 0,5 08 ds SaS' L
9 sy gyl eolsacgerms () 5l Cglate legbge
St A (o ] 0dd (g I8 e T laie b
3o Slegoge b ol KU anli e cony olass
odlddcgazme 4 pime 5 sboole ol S UK
Sly el ool (g Iz g V' lade Ly adlsl
oLl 59,8558 mlis 3l (g3 slaculu cpl Sl
Iy 3 Colo cpais Ll ol oo a8 7 SeS [32]
9 03l I8 () n 950 (S Al Slul lul
Lsrs sl glye ) 65 ol 7Y Soleyo

il (Byme CodsS

i —F-Y
Py 9,500 sloiz] 4l g SO ag
VFe b (o) olisS sloplyy alys oo oly,lS a5 o
5 S o ¢ yiwd Sl oS Jols g e |y angd
eyl wle, Soow |y ol ciog eolatwl g
ol el 005 haw dilite wslie sl clexs
2 o sl Glol sleaile, 5l (S Glsieds gy
Gl Joo bl @lp wS oo Jos NLP 055>
Sy slcwy g, » oluls pasis slp
5 Sy hwy cadg ISz sbosldacses
Jols ooldacgeame ol .l ouls colazul [12] ) Sen
VAY 5 Gl Slegdge b ouyls anli congs YAY
ol o) B Bl Con gl
odldacgaze (59, y (Gidam Joeo e
ol 95 el 8,5 15 b3l 5,90 [13] "KNTUPT

)—0.40‘9_' v¥ )‘ ‘) st)ls le.bwy PLAJ OQ‘\)A.CM

! The dataset is available on
https://trlab.ir/res.php?resourceid=3978-1-5386-8274-
6/18/$31.00 2018 IEEE

Y 2l ) 5Ll Ve Jlo

&


http://dx.doi.org/10.52547/jsdp.18.1.50
http://jsdp.rcisp.ac.ir/article-1-1033-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-14 ]

[ DOI: 10.52547/jsdp.18.1.50 ]

weleial GladSub ¢yio )3 (Rlgixo LSS Jag JHXT 29 Sliae Sw)ld laabiibd (oastds glys SJde ashl

oSl (yuizron QS o oolatul sy a4
prig Oluls jo Caabd p e o Shy S92
slaiel Lo wad Cosdad b Lag e 85l 5l eolaxul
Jol ples 5l ol paslis oplpogdle il 1, Cdolre
oolaul d.uLw UL.a 6‘)‘.’ )azw' W N e ,47} )
Logaim YU Iy lisls coshad lie b aSGl b auS o
ool e oplpegdle s gl )l 1 K0 a4 |y anls a5
5 dlle G5l Hezer pla Ty lp s § @S
bl slls Slals a5 el oals L3I oMl ol
A2 bwgie 59 (F) Jgaz ided comy ne (g Lly
Al nd 5 anll colddcgemo g0 o |y b Shg 5l SO
Slas ol Sy P ol mbs olel pass oo plas
axgi B amli il g anls atws g0 0 kbl bl
swlg 5o LSS s
#) Joix 50 & o9yl bl @l (orizen
o3y (rl S s elidny o SRy &5 o5 b
4. g News Emtv RT MV EP SP LW CC Lol
Slaas slls (SA_Ques 4 SA_Thrt SA_Dec) z!,SA
eiiS plaie sla Shy plyear b Shs onl nlply
it wal s il Sluldné 5 Sluld om
ojlail Lrals (gl me sl ddlge S L (S hrg bl
4 aS el Soodilwd O)S.Lo.c S92 9 ‘;).’9 )‘éﬁ
q39] w8 oo WS Lg‘j] Sl g by Ty colis
LooSee o)8das e @ o) sl onlple
p3Y (i shiel asgemme (g9 p wmatws slapi )sSl
Sz 4 gy Hold s 00, I (iegh
i b laShy Sl sliien (SFFS) Jlsie
sla g, Y SFFS .ol onids solawl YU ‘S'»'LC)Uo‘
Sfbes byl bl 1wyl sla Sy
J5 acgeme 3) SVM L RF (e lp) dmsaiws
cds wlgioe Ghyy ol S QLU b S
slasi oS ablae o Lol widn Sgmpn 1) (gammaiws
JB e Shy obul gl wil ol b Shy
b GRIPl o>y

AT JAY- IAYY Mg Silrg Lo gl
IAYY M -IME AINE Sleo
SVM
A JIYA- <IMg -Ivey Ol L
A AT -Jvay /A0 Ol L yud
A AT Ay “IN-F u,:id...o

soldac oo (59 2 Wiy Jowo (2U )l (D= Jgu)
SVM g AdaBoost RF sodiws dw 31 colisw! b ol KU

(Table-5): Evaluation of the proposed model on dataset of
Telegram using three classifier RF, AdaBoost and SVM.
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(Table-6): The average frequency of 50 features, along with the p-value of a student t-test for comparing frequencies

in Rumor versus Non-Rumor groups in Telegram posts.

Emtv | EP SP MV | RT UCe t N NL
WA MR sy w | R cer | @ sc|P|s|w
r y W C
g — . — . o
o 9 i < < o 4 & a =t 3 ] = o - > ol S
a > a e 3= . > - o = - . . .
- < - = = - < - = = - - - - - - - I’
5
< . o a 9> 3 — < > > < > > 3 < ot
> 9 . . — . a 9 — < > 3 3= . 3 > 3~
= = x & » - = = & R x = = - = - = 5
ey L pus
<
3 > o < a > > o . > o
n i x ; - i - : g T : < o - i i T p-
L i L i . L . w - L i . - < u i W
. - <] > = . = a b <] x = = = pos > 9 value
- < 9 o 3 - N e > p =<
X = & & X = & Z Z < =
o = = o o > 3 > = = o
C Em B S Rd Pou DD w Ad | Ad
CcC . SW LD SL Pro . Vv N
W ] W M bl S T L \ j
a — — N — (S8
P po o x 5 'S = = ot < 3 < r > bt ol S
. o 9 . . > a — . 3 a . — .
< < LS ¥ = = =z s = = < i s = = < <
. . . N . . . N N po= . B L
Ole s
5
< > 9 . 3 . 3 3~ 9 > > 9 o — o < oS
> 9 . 9 — 9 a > . 9 N 9 RN 3 9
3 - . . < s > - s o . B
= = X Z = = = RS =< X < & < < < = =
Ly L s
[}
< 9 > > o . < . — 3 <
. — 9 3 — - — o — 3 P P — — —
Wy : w y | u < b R R I A Y| p-value
— — a —
> = — < = = > = = S T r > > < < >
X Z = X X K o Z X = = X
> — > o > 3- e — — g — o
Ne A SA- | SA | SA | SA | New
SU S T F D AN NE NS PS
g C Q| T|R|D]| s
2| s E] T 2| 2] % S T T ¥ Slon | 2 g | ol
. 3 a o a 'S > ' a 3 3 . 3 >
= ~ = = = = = = ~ = = = = = = v 3
Ole L
a 15,9
. — g a 3~ . 9 < 9 > 9 9 M > o S
> 3 — o ot j a > > f a > -~ w > .
> 9 a 9 9 > 3 > > 9 g a a J°
= = =~ = = = = =~ v = = = = b = v
= Ly L
[
< < o . 9 — o a — '
> ; H 0 - 0 > T i - > ; - - 5 i
= | ul wo| oy | o 3 w W : : w : 2| w Y | p-value
= - s} -~ = a = P! > = =~ 5 = = = fad
Z S = 5 s s Z K =z ¥
3~ — a 3~ 9 3~ > o —

Sl ao 0 AFIY sg0 j0 S8

2 Py s Sy acgeme SFFS mls ulul
SA- SAT SA-Q Rdbl 53l o5 le wlals jasis
RT SM QW NLC NW SV Adv Adj D
AD SP EP Pro Emj WL SL LD MV CC.CW
BW NS Neg News .Emtv UNcer ;T S D
3 war sl Fhy odél cullli mls ol ACSW
B oo lid |y Oluls e 5l Olals gilepleis

wlis jo ke sl SRy olebs slp
sleylopacgama g9, p LS SFRS by, cwluli
S9y xS b g ey Sl eadzl sl la S

sy el «(F) USS 0 cel oals b5 54y ol SIs
SVM 5 AdaBoost « RFaaiws aw 3l eolawl b SFFS

W oo i bl aS jebylen Lol ool ools iled
L el oslsasgorme (59, y wnaiws 5,Sles (yig
APIY sgam jo (&85 Sy O 51 (Shy YV Sl
S T obllb yiugi cols acgeme (59, 5 g S0


http://dx.doi.org/10.52547/jsdp.18.1.50
http://jsdp.rcisp.ac.ir/article-1-1033-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2025-12-14 ]

[ DOI: 10.52547/jsdp.18.1.50 ]

weleial GladSub ¢yio )3 (Rlgixo LSS Jag JHXT 29 Sliae Sw)ld laabiibd (oastds glys SJde ashl

2 &l 9 e SS9 Wolike w3 (V- Jgu)
g amli 00 93 )0 pl SU Gldlumy (gosdiwd &85 59,
S50 ol dw 30 RFsgastws 1 oolisw! b asyLis

(Table-7): Different impact of previuse and proposed
features on the classification accuracy of Telegram posts in
two rumor and non-rumor classes by RF classifier in three

separate experimrnts.
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(Figure-4): Recognition rate of SFFS method based on

average F-measure using contextual-based features to detect
Persian rumors published in Twitter and Telegram.
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(Figure-6): Learning curves and classification accuracy
based on % training data and three different experiments.
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