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Abstract

With the expansion of the Internet and the Web, communication and information gathering between
individual has distracted from its traditional form and into web sites. The World Wide Web also offers a
great opportunity for businesses to improve their relationship with the client and expand their
marketplace in online world. Businesses use a criterion called traffic ranking to determine their site's
popularity and visibility. Traffic ranking measures the amount of visitors to a site and based on these
statistics, allocates a ranking to the site. One of the most important challenges in the ranking is the
creation of fake traffic that generated by applications called robots. Robots are malicious software
components that used to generate spam, set up distributed denial of services attacks, fishing, identity
theft, removal of information and other illegal activities. there are already several ways to identify and
discover the robot. According to Doran et al., The identification methods are divided into two
categories: offline and real-time. The offline detection method is divided into three categories:
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Syntactical Log Analysis, Traffic Pattern Analysis, and Analytical Learning Techniques. The real-time
method is performed by the Turing test system. In this research, the identification of robots is done
through the offline method by analysis and processing of access logs to the web server and the use of
data mining techniques. In this method, first, the features of each session are extracted, then generally
these sessions are labeled with three conditions into two categories of human and robot. Finally, by using
data mining tool, web robots are detected. In all previous studies, the features are extracted from each
sessions, for example in first studies, Tan&Kumar extracted 25 features of sessions. After that
Bomhardt et al. used 34 features to identify the robots. In 2009 Stassopoulou et al. used 6 features that
was extracted from sessions and so on. But in this research, features are extracted from sessions of a
unique user. Experimental results show that the proposed method in this research, by discovering new
features and introducing a new condition in session labeling, improves the accuracy of identifying robots
and moreover, improves the ranking of web traffic from previous work.

Keywords: Traffic Ranking, Robot Detection, Session Labeling, Web Server Access Log, Data Mining
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(Table-3): Results of evaluation of classification accuracy
using previous features (first experiment)

oo sdiges oloas

UERYA I Towls (gaduaiows e )95l g
(s gas
10 14/ 40 Naive Bayes
10 14/ 40 Bayes Net
8.7 11/ 40 HNB
10 14/ 40 1d3
10 27/140 Random Forest

Gowdiwd CBS Jb 5l eg0 wlojl —O-Y

W b Shy I el L
SOl

oy sladiges dlasy coolddcgasma 109 LSy 4y az g5 b

oolsdegamme pl jo lagludl 9 b, olaxs § iolesl

podle ialesl ol o el cass iolesl asle

Wz (S 458 Ghlesl (S 00598 ) eolial

Voo FASEY ol SY ol [17] sl ons 5 5lan>
(V) Jgaz 0 SY ol 50 09250 Sledbl el 0,65,
el 00 03 g
by g oladl &iws g0 @ ol )15 ganaiws gl y
o By Jliley )0 dszse gataius slagh Sl
lie cnl 55 gomos; slapi ;s 2l e o p s
2 &S jeboles il ol sluls )l Jols cds
SN TNV R S
S B iy o)l vgzg Ol g Ll sla WS
S0y 50 095 Ay (8l yf Sl guains I fol>
sbal, olulls ey ] Gas a5 obxl
Vo Gielesl 50 (S e 4 el Sl sanS ol
ol g oeals jhE o 1) ol globis cds Ly Yy
Sy 5 035 eepn Ghlesl Bl o L I, cds
Seds nl e byl o oolaly |y ool
4 Wload gundins zors a5 oladiged slasd pands
98 opl oyglcamsa gl ..xﬂsa Cewoddy dadiges JS
ganaiws I ol T (S5 je0,0 Guple Il
ol & arg bl s bl ey S ooland
oS o0 Ly e il
5 odd g Sy by &5 obcwis TPe
el 03,5 (o gtme @B (A ol 565l
Wlbals 6,8 iz by & plcwss FNe
03 i it ganais 5,8
s
aloads 6 I8z Ll &5 Slacass FPe
03 i it ganais 5,8
s
5 Wloal 08wz luil a5 Slacais TN e
el 03,5 (o tme @ (e pi o8l
elolid 8o wadol glaysllh 4 4z L
1395 o8 demle pj Oyp0h b,
Accuracy = TP/TP L EN )
Oloreds Woals 7V« sl laml (gomaiws jolais a
sl 1y Sl 5500 Jus 9 00,5 oolaiuwl el Bols

Sgb oo imlesl Jow codile 8L (sloesls 1Y b e
o Je iyl s plalejl Cand o 28 (6ol

e alty
odls i.:,oqu ‘:9).&» (Y-Jgu=)
(Table-2): Introducing the data set
289257 Ldiged J5 olaws
288795 Ol Glacuis slass
462 by glocanis slass
202479 Uge] A game 10 bdiges Sloas

U2
' Weka "‘d}

2 Confusion Matrix

b 2bs F 5L Ve Lo


http://dx.doi.org/10.52547/jsdp.18.4.69
http://jsdp.rcisp.ac.ir/article-1-1032-fa.html

[ Downloaded from jsdp.rcisp.ac.ir on 2024-04-11 ]

[ DOI: 10.52547/jsdp.18.4.69 ]

Lod )l S8l 53 (5 3da4u5) Sgaua pgliieds LBl ) Aluwgdy 0 b 3Ll o pd b alsliio 5l Yol &Sl

o

4

<

Sy (0gd oed Bld ganad, 0 5 Cwl 05) canz p
3 dgdee oolial Uy Jlle s 5l la Shg sonas,
Gk 3l L Sy S Gl (S Pl Ces
Oygods () aiws & 4y L IG e (5503l

16] oS (o0 aZiio 5

InfoGain(Class, Attribute) = H(Class) — (Y)
H(Class|Attribute)

@) Jsoz yo oSy @onas, 5l Jol> mls
ol OM—‘
b SRy Gunad ) (0-Jgux)
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1 ErrordXXMean
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3 Start Epoch
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8 No Ref Link Ratio Per

9 Head Request Ratio Per
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11 SessionSet.Request Count
12 Html To Image Ratio Per
13 No Ref Link Count

14 HTML Request Count
15 Request Count

16 CSS Request Count

17 Head Request Count
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20 Image Request Count
21 Session Duration Variance
22 CSS Request Ratio Per
23 Session Duration Mean
24 Depth Standard Deviation
25 PDF/PS Request Ratio Per
26 PDF/PS Request Count
27 Bytes Sent

28 Day
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(Table-4): Results of evaluation of classification accuracy
using the proposed new features (second experiment)
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(Chart-1): Accuracy comparison chart between the first and
second experiments
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(Table-6): Results of Evaluating the Accuracy of
Classification Using a New Condition in Session Labeling

(Experiment 3)
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